


YTBEPX/IEHBI
pacnopspkeHueM CoBeTa IemyTaToB
Bauckoro MyHULIMNANBHOTO OKpyTa

Hwuxeroponckoii o0nactu
o1 27.01.2023 roaa Ne_10-x

MOJEJIb YI'PO3
0e30MacHOCTH NMepCcoOHAJTBbHBIX JaHHbIX CoBeTa AenyTaToB Bauckoro MyHHIIMNIAJIBHOTO OKPYTra

Husxeropoackoii odacTu

Omnpenenenus

B HacTosiIeM JOKyMeHTe HCIIONIBb3YIOTCS CIENYIOINUE TEPMHIHbI H UX ONPEIEICHUS.

ABTOMATH3HPOBAHHASI CHCTEMAa — CHUCTEMA, COCTOSINAs M3 MEepCOHala U KOMIUIEKCAa CPENCTB
AaBTOMATH3ALMH €ro JeATeNIbHOCTH, pealu3yiomas HWH(POPMALMOHHYI) TEXHOJIOTHIO BBIOJHEHUS
YCTaHOBJICHHBIX (yHKIIHH.

AyTeHTH(PUKALHMS OTIPABUTENSA JAHHBIX — MTOATBEPKICHUE TOTO, YTO OTIPABUTEINb MOy YCHHBIX
TAaHHBIX COOTBETCTBYET 3asIBIEHHOMY.

Be3onacHOCT MepPCOHAJBHBIX JAHHBIX — COCTOSTHHE 3aIIUINEHHOCTH IMEPCOHAIBHBIX NaHHBIX,
XapaKTepU3yeMoe CHOCOOHOCTBIO IOJb30BATEICH, TEXHUYECKUX CPEACTB U WH(POPMALMOHHBIX
TEXHOJIOTUH 00ecreYnTh KOH(PUICHIHAIBLHOCTh, LEJIOCTHOCTh M JOCTYITHOCTh MEPCOHAIBHBIX JaHHBIX
npu ux 00paboTke B MHPOPMALTMOHHBIX CHCTEMAaX MMEPCOHATBHBIX JaHHBIX.

Buomerpnueckue mepcoHANbHBbIE JAAHHBIE —  CBEIEHHs, KOTOpPBIE  XapaKTEPU3YIOT
¢dusnonornueckre 0COOEHHOCTH YEJIOBEKa M HAa OCHOBE KOTOPBIX MOXKHO YCTAHOBHTH €r0 JIMUYHOCTB,
BKIIO4ast (pororpaduy, OTHEUATKH MasblieB, 00pa3 CETYATKU IJa3a, OCOOEHHOCTH CTPOEHHs Tela U
OPYTYIO MOA0OHYI0 HHYOPMALIHIO.

BiokupoBaHue MepCcOHAJIBHBIX AAHHBIX — BPEMEHHOE NpeKpameHre cOopa, CHCTeMaTH3aLuH,
HAKOIIJICHUsI, NCTIOJIb30BAHMS, PACTIPOCTPAHEHHS, TEPCOHAIBHBIX JAHHBIX, B TOM YHCJIE UX MEePEIayH.

Bupyc (komMnblOTepHbIil, NPOrpaMMHBIM) — UCIHOJHSAEMBbIH MPOTrpaMMHBI KOX  WJH
UHTEPIPETHPYEMbIi  HaOOp  HMHCTPYKLWH, oOnamaromuil  CBOMCTBAMH  HECAHKIMOHHWPOBAHHOTO
pacripocTpaHeHus U camoBocnpomn3BeneHus. Co3maHHbie 1yOIKaThl KOMITBEOTEPHOT'O BUPYyCa HE BCEraa
COBIAJAIOT C OPUTHHAJIOM, HO COXPAHSIOT CIHOCOOHOCTh K [JalbHEHIIEMYy paclpOCTPAHEHHIO U
CaMOBOCIIPOU3BEACHUIO.

Bpenonocnas  mporpamma —  mporpaMma, —NpenHa3Hau€HHas sl OCYLIECTBIICHHS
HECaHKLIMOHMPOBAHHOTO JOCTYNa W (WMJH) BO3AEHCTBHA Ha INEPCOHANbHBIC NAHHBIE WA PECypPChI
UH(POPMALIMOHHON CUCTEMBI ITEPCOHATBHBIX JAHHBIX.

BcnoMoraTtesbHbIE TEXHHYECKHE CPEICTBA H CHCTEMbI — TEXHUUECKUE CPEICTBA M CUCTEMBI, HE
npeaHa3HaYeHHbIe U repenaydd, oOpaboTKH M XpaHEHHs MEPCOHAJIbHBIX NAHHBIX, YCTAHABINBACMBbIC
COBMECTHO C TEXHHUYECKHMH CpPEACTBAMH M CHCTEMaMHM, NpedHa3HauYeHHBIMH [JIs1 00paboTku
NEPCOHANBHBIX IAHHBIX WJIM B TMOMEIIEHHUSAX, B KOTOPBIX YCTAHOBJIEHBI WH(pOPMALMOHHBIE CHCTEMBI
NEPCOHAJBHBIX JAHHBIX.

JlocTyn B ONMEPALHOHHYIO CpeAy KOMINbIOTepa (MH(POPMALMOHHOI CHCTEMBbI MEPCOHAJbHBIX
AAHHBIX) — TIOJy4YEeHHE BO3MOYKHOCTH 3aITyCKa Ha BBINOJHEHUE INTATHBIX KOMaHH, (GpyHKIUH, mponenyp
OTEPALIMOHHON CHCTeMBI (YHUUYTOXEHHs, KOIMPOBAHUS, MEPEMEILICHNUsT U T.II.), UCHOJHIEMbIX (haiiios
NPUKJIAHBIX TPOTPAMM.

Joctyn kK HH(OPMALIUH — BO3MOXKHOCTb NOJIyYeHUST HH(POPMAIIUK U €€ HCTIOIb30BAHMUS.

3akaagoyHoe YCTpPOHCTBO — BJIEMEHT CPENCTBA CheMa HH(POPMALMHU, CKPBITHO BHEIPSIEMBbI
(3akagpiBaeMbli WM BHOCHMBIH) B MeCTa BO3MOXHOIO CheMa HHpopMmauuud (B TOM YHCIE B
OrpakieHne, KOHCTPYKLHUIO, 00OpyAOBaHUE, IPEAMETHI HHTEPbepa, TPAHCIIOPTHBIE CPEICTBA, & TAKKE B
TEXHUYECKHE CPEACTBA U CUCTEMBbI 00paboTKH HHPOPMALIH).

3amumaemass uHpopmanus — wuHGOPMALUS, SBISIOINAACS MNPEIMETOM COOCTBEHHOCTH W
MOJUIeIKAIasi 3alIUTe B COOTBETCTBUHU C TPeOOBAHMSIMHM MPABOBBIX JOKYMEHTOB MM TPeOOBAHHAMUY,
yCTaHABINBAEMbIMU COOCTBEHHUKOM MH(pOPMALHH.

Npaentndpukanus — npucBoeHne cyObekTaM M OOBEKTaM JIOCTyNna HAECHTH(HUKaTOpa U (WMIIH)
CPaBHEHHE MPEIBSBISEMOrO HACHTU(PHUKATOPA C IEPEUHEM ITPHCBOCHHBIX UIEHTU(PHKATOPOB.



NupopMaTHBHBIH CHITHAJ — 3JIEKTPUYECKHE CUTHAJbBI, aKyCTHUECKHE, JJIEKTPOMArHUTHBIE H
apyrue (u3NYecKue IO, MO MapaMeTpaM KOTOPBIX MOXKET OBITh pacKpbiTa KOH(pUACHIHAIbHAS
uHpopManus (TepCcoHaNIbHbIE TaHHbIe) oOpadaTeiBaeMasi B MHPOPMAIIMOHHON CHCTEME MePCOHANbHBIX
TaHHBIX.

Nudopmannonnas cucrema nepcoHanbHbIX AaHHbIX (MCIIJH) — nHpopManMoHHAs CHCTEMA,
NPEACTABISIFOIAs COOON COBOKYITHOCTh IEPCOHABHBIX JAHHBIX, COAEPIKALINXCS B 0a3e JaHHBIX, a TAKXKe
UH(POPMALMOHHBIX TEXHOJOTHH U TEXHHYECKUX CPEACTB, MO3BOJSIIOIINX OCYIIECTBIATh 00padOTKy TaKHX
NEPCOHANBHBIX JaHHBIX C HCIIOJb30BAHHEM CPEACTB ABTOMATH3ALMHM WM 0€3 HCIOJB30BAHUS TAKHX
CPEInCTB.

HNudopmannoHHble TEXHOJOTHH — MPOLIECCHI, METONBI MOUCKA, cOOpa, XpaHeHus, oO0pabOTKH,
NPEAOCTABJIEHHS], PACIPOCTPAHEHUsT WH(POPMALMK M CHOCOOBI OCYINECTBJICHUS TAKUX IPOLECCOB H
METO/IOB.

Hcnonb30BaHne NepCcOHATBHBIX JAHHBIX — ASHCTBUS (ONepalui) ¢ MePCOHAIBHBIMHA TaHHBIM,
COBEpIIaeMble ONEPATOPOM B LENAX NPUHATUS pPELIeHUH WIM COBEPLICHUs WHBIX OEHCTBHI,
MOPOXKAIOLINX IOPUINIYECKHE TIOCIEACTBHS B OTHOLUIEHUH CYOBEKTa MEPCOHATBHBIX JAHHBIX MIIH JPYTUX
aun b0 WHBIM 00pa30oM 3aTparuBarOIIUX MMpaBa U CBOOOABI CyOBEKTa MEPCOHANBHBIX NAaHHBIX HIIH
APYTUX JIMLI.

Hcrounuk yrpo3nl 6e3onacHocTH HHpoOpManHu — CyOBEKT OCTYIa, MATEPUAIbHBIA OOBEKT WU
dusndeckoe sIBICHHE, SIBISIOIINECS MPUUNHON BOSHUKHOBEHHS! YTPO3bl 0€30MacHOCTH HH(POpMALUHL.

KonTpoaupyemasi 30Ha — NMpOCTPAaHCTBO (TEPPHUTOPUS, 3MaHHUE, YaCTh 3/AaHUs, IOMEINEHHE), B
KOTOPOM HCKJIFOUEHO HEKOHTPOJMpyeMoe NpeObIBaHHE MOCTOPOHHUX JIUIL, a TaKXKe TPAHCIOPTHBIX,
TEXHUYECKUX M UHBIX MATEPHUAIbHBIX CPENICTB.

KonpuaeHunaabsHOCTh MEPCOHAIBHBIX AAHHBIX — 00s3aTeNbHOE U1 COONIOACHHS ONePaTopoM
WIA WHBIM TOJIyUYHBUIMM JOCTYN K TMEPCOHAJBHBIM JaHHBIM JIMIIOM TpeOOBaHUE HE NOMyCKaTb HX
pacripocTpaHeHne Oe3 corjacus CyObeKTa MEepPCOHANbHBIX MAHHBIX WM HATMYUS HHOTO 3aKOHHOTO
OCHOBAHUSI.

MexceTeBoil IKpaH — JIOKaJbHOE (OJHOKOMIIOHEHTHOE) WM (PyHKIHOHAIBHO-PACTIPENECICHHOE
nporpaMMHOe  (TIPOTPaMMHO-AMMAPATHOE) CPEACTBO  (KOMILUIEKC), pealu3yiomee KOHTPOJIb 34
uHpopMauueli, noctynaromed B HHPOPMALMOHHYIO CHCTEMYy IE€PCOHAIBHBIX MAaHHBIX W (WIN)
BBIXOZSIIIEH 13 HH(OPMATHOHHONW CHCTEMBI.

Hapymmurens 06e30nacHOCTH NMEPCOHAJNBHBIX JAHHBIX — (U3NYECKOE JIULO, CIy4alHO WIIH
NPEeIHAMEPEHHO COBEpIIAOINee ACHCTBUS, CIEACTBUEM KOTOPBIX SIBJIIETCS HAapyLIEHHE O€30macHOCTH
NEePCOHANBHBIX JAHHBIX MPH UX 00padOTKe TEXHUYECKHMMH CPENCTBAMH B MH(POPMALMOHHBIX CHCTEMaX
NEPCOHAJBHBIX JaHHBIX.

HeaBTOoOmMaTn3upoBaHHasi 00pa0oTKa NEePCOHANBHBIX JAHHBIX — O00pa0OTKa MEePCOHAIBHBIX
JAaHHBIX, COIEPKAIUXCA B MH(OOPMAIMOHHONW CHCTEME MEePCOHANBHBIX JAaHHBIX JHOO M3BJICYEHHBIX U3
TAKOM CHCTEMBI, CUHTAETCS OCYIIECTBICHHOW O€3 HCMOJb30BaHMUSA CPEACTB aBTOMATH3ALHMU
(HeaBTOMATHU3UPOBAHHOMN), €CJIM Takue NEHCTBUS C MEPCOHAIbHBIMU JAHHBIMH, KaK HCIIOJIb30BAHHUE,
YTOYHEHHE, PACIPOCTPAHEHHE, YHUYTOKEHHE IMEePCOHAIbHBIX MAHHBIX B OTHOIICHHWH KaXKIOro U3
CyOBEKTOB MEPCOHANBHBIX JAHHBIX, OCYIIECTBIISFOTCS MMPH HEMOCPEACTBEHHOM YUACTHH YEJIOBEKa.

HenexknapupoBaHHble  BO3MOKHOCTH  —  (DYHKIHOHAJIbHBIE  BO3MOXKHOCTH  CPEICTB
BBIYUCIUTENIbHON TEXHUKH, HE ONMMCAHHBIE WM HE COOTBETCTBYIOIINE OMMMCAHHBIM B JOKYMEHTALIUH, ITPH
UCTIOJIB30BAHUHU KOTOPBIX BO3MOXKHO HapyIIeHHe KOH(UICHINAIBHOCTH, TOCTYTHOCTH MJTH LEJIOCTHOCTH
oOpabarbiBaeMoOit HHpOpMALTHHL.

HecankumoHMpoBaHHBIN A0CTYN (HECAHKIHOHUPOBAHHBIE ACHCTBHUS) — JOCTYI K MHQOPMALTHH
WA JefcTBUA ¢ WH(pOpMaLuel, HapyLIallue MpaBuja pa3TPaHUYEHHs JOCTyNa C HCIOJIb30BAHHUEM
IITATHBIX CPEACTB, MPEAOCTABIAEMBIX HH(OPMAIIIOHHBIMI CUCTEMAaMH MEPCOHANBHBIX TaHHBIX.

Hocurens unpopmanmuu — ¢PuU3NUECKOE JHUIO WIM MaTepUANbHBIH OOBEKT, B TOM HHCIE
¢usnyeckoe mone, B KOTOPOM HH(POpMALMs HAXOIUT CBOE OTPAXEHHE B BHUAE CHMBOJIOB, 00pPa3oB,
CHUTHAJIOB, TEXHUYECKUX PEIIEHUI U IPOLECCOB, KOJNYECTBEHHBIX XAPAKTEPUCTHK (PH3HMUECKUX BEITHUHH.

O0e3IMuUNBaHHEe TEPCOHAJNBHBIX JAHHBIX — JCHCTBUS, B PE3yJIbTATE KOTOPHIX HEBO3MOJKHO
OTIPENEeNUTh MPUHAJICKHOCTD MEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYyOBEKTY MEPCOHANBHBIX TaHHBIX.

O0paboTKa NMEepCOHAJNIBHBIX AAHHBIX — JACHCTBUS (Omepannu) C MEPCOHAJbHBIMU JTAHHBIMH,
BKJIFO4ass cOOp, CHCTEMAaTH3allMIO, HAKOIUICHWE, XpaHeHHe, yTOuHeHHe (OOHOBIEHHE, H3MEHEHUE),



UCTIOJNB30BAHUE, pacHpoCTpaHeHHe (B TOM UHCIE Tmepenady), oOe3nu4YnBaHHEe, OJIOKUPOBAHUE,
YHHUTOXKEHHE TIEPCOHAIBHBIX TaHHBIX.

OO0menocTynHble MepPcoOHAIbHbIE JAHHBIE — NIEPCOHATBHBIC TAHHBIC, JOCTYI HEOTPAHUYEHHOTO
Kpyra JIUI K KOTOPBIM NPEAOCTABIIEH C COrjlacksi CyObeKTa MePCOHANBHBIX AAHHBIX WM Ha KOTOpPBIEC B
COOTBETCTBUH C (emepanbHbIMM 3aKOHAMH HE pachpocTpaHsercss TpeOoBaHHE COOIIONEHUs
KOH(HIEHIIMATbHOCTH.

Onepatop (NMepcoHANBHBIX AAHHBIX) — TOCYIAPCTBEHHBIH OpraH, MYHULMIIAJBHBIA OpraH,
IOpUANYECKOe WM  (PU3WYECKOe JIMIO, OpraHusyromee © (WiH) OCYIIeCTBJsiIolee o0padoTKy
NEPCOHANBHBIX JAaHHBIX, a TAKXKe OIMpPENeSSIOUINe LeMH U coaepikaHrne o0pabOTKH MepCOHANbHBIX
TaHHBIX.

TexHuueckue cpeacTsa HH(POPMALHOHHOH CHCTEMbI NEPCOHAJBHBIX JAHHBIX — CPEICTBA
BBIYUCIUTENbHON TEXHUKH, HH()OPMAIIHOHHO-BbIYUCIUTEIbHBIE KOMITJIEKCHI 1 CETH, CPEICTBA M CUCTEMBI
nepenaun, npuemMa u oOpadorku IIJIH (cpemcTBa U CHUCTEMBI 3BYKO3AIMUCH, 3BYKOYCHJICHWS,
3BYKOBOCIIPOU3BEICHHSI, IEPErOBOPHBIE M TEJEBH3MOHHBIE YCTPOWCTBA, CPENCTBA HW3TOTOBIICHMS,
THPAKUPOBAHHUSA JOKYMEHTOB M JpPyrue TEXHUYECKHE CpencTBa OOpalbOTKH pedeBOH, rpadpuveckoi,
BUACO- W OYKBEHHO-UU(POBOW WHPOPMAIMU), TPOrPaMMHBIE CpencTBa (ONMEPalMOHHBIE CHCTEMBI,
CHCTEMBI ympaBiieHus1 0a3aMM JaHHBIX M T.II.), CPEACTBA 3alIUTHl MHOOPMALMH, MPUMEHSEMbIC B
UH(POPMALIMOHHBIX CHCTEMAX.

HepexBat (uHpoOpMALMM) — HENPABOMEPHOE TNONydYeHHE HH(POPMALMU C HCIOIB30BAHUEM
TEXHUYECKOTO CPEICTBA, OCYIICCTBILIIOIIErO OOHAapykeHHe, npueM u 00padoTky HH(POPMATHBHBIX
CUTHAJIOB.

HepconanbHbie naHHble — Jr00ass wuHGOPMANMA, OTHOCALIASICA K OINPEOCNIEHHOMY HJIH
OTpeneNsieMOMy Ha OCHOBAaHMHM TakoW HH(popManuu (U3N4ecKoMy JHULY (CyOBEKTy NepCOHAIBHBIX
IAaHHBIX), B TOM 4HCIie ero (aMuwins, UMs, OTYECTBO, IO, MECSI], JaTa U MECTO POXIEHHs, anpec,
ceMelHOe, COLMabHOe, HMMYINECTBEHHOE IIOJIOKEHUe, oOpasoBaHue, Mpodecchs, IOXOABL Apyras
uH(pOpMaLHsL.

IoGo4yHbIe 3JIEKTPOMATHUTHbIE H3JYYeHHS] W HABOAKH — 3JICKTPOMArHUTHBIE W3JyYSHHUS
TEXHUYECKHX CPEACTB 00pabOTKM 3aIlMIaeMOil HHPOpPMAIHH, BO3HUKAIOIINE KaK MOOOYHOE SIBJICHUE U
BbI3BAaHHBIE HJIEKTPUUECKUMHU CUTHAJIAMH, AEHCTBYIOIIMMHU B MX 3JIEKTPUYECKUX M MAHUTHBIX LEIIX, 4
TAKXXE 3JIEKTPOMArHUTHbIE HABOJIKH 3THUX CUTHAJIOB HA TOKOIPOBOISIINE JMHHWH, KOHCTPYKLHUHU M IETH
MTUTAHUS.

HoauTHKAa «MHCTOr0 CTOJA» — KOMIUIEKC OPTaHU3ALOHHBIX MEPONPHUSATHH, KOHTPOJIMPYOIINX
OTCYTCTBHE 3alHChIBAHHUA HA OyMaskKHbIe HOCUTENN KIF0Uel U aTpuOyTOB HocTyma (maposiei) 1 XpaHeHus
uX BOJIM3U OOBEKTOB IOCTYTIA.

Hoab30BaTesb HHPOPMALHOHHONH CHCTEMBbI MEPCOHATBHBIX JAHHBIX — JIUIO, YYaCTBYIOIIEE B
(YHKIMOHUPOBAaHUN HWH()OPMALMOHHONW CHUCTEMBI IEPCOHAIBHBIX JAHHBIX WM HCHOJB3YIOLIEe
pe3yabTaThl e yHKIIUOHUPOBAHMSI.

IIpaBusa pa3rpaHu4eHusi A0CTYNA — COBOKYITHOCTb NPABUJI, PETJIAMEHTHPYIOIINX MPaBa 10CTyNa
CyOBEeKTOB TOCTyMa K 0OBEKTaM OCTYyIIA.

IporpaMmmHas 3aKi1aaKa — KOA MPOTrPaMMbl, IIPEAHAMEPEHHO BHECEHHBINH B ITPOrPaMMy C LENbIO
OCYIIECTBUTb YTEUKY, W3MEHHUTh, OJOKHPOBATb, YHUYTOXKUTb HHOOPMAIMIO WIM YHUYTOXHUTb U
MOAU(HUIHMPOBATE MPOrPaMMHOE olecriedeHne MH(OPMALIMOHHONW CHUCTEMbl NMEPCOHAIBHBIX NaHHBIX H
(vmi) GIOKMPOBATH anmapaTHbIE CPENCTBA.

IIporpammMHoe (MPOrpaMMHO-MATEMATHYECKOEe) BO3AeHCTBHE — HECAHKIMOHHUPOBAHHOE
BO3/ICHICTBHE HAa pECypchbl aBTOMATH3MPOBAHHOW HMH(OPMAILIMOHHONW CHCTEMBI, OCYIIECTBIIEMOE C
UCTIOJIB30BAHUEM BPEIOHOCHBIX MPOrPaMM.

PaCKprTI/Ie MEPCOHAJBbHBIX AAHHBIX —  YMBIIIJICHHOC U1 Cﬂy‘{aﬁHOe HapyHICHUEC
KOH(I)I/II[GHLII/IaJ'IbHOCTI/I NEPCOHAJIBHBIX TaHHBbIX.
PaCHI)OCTpaHeHI/Ie MEPCOHAJIBHBIX JAaHHBIX — I[efICTBI/ISI, HallpaBJICHHBIC Ha nOepeaavy

MEPCOHAJIPHBIX JaHHBIX OMNpENeNeHHOMY Kpyry Juil (repegada MePCOHANbHBIX MaHHBIX) WM Ha
O3HAKOMJIEHUE C MEePCOHANBbHBIMU JaHHBIMM HEOTPAHMUYEHHOI'O KPyra JIMIl, B TOM YHCJie OOHAPOIOBaHHE
MEPCOHAJIPHBIX JaHHBIX B CPEACTBAX MAacCOBOW HH(pOpMaIuK, pasMelieHne B UHGPOPMAIIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX CETSIX WJIM MPEIOCTaBIEHHE NOCTyMa K MEePCOHANBHBIM JaHHBIM KaKUM-THOO
HHBIM CIIOCOOOM.



Pecypc undpopmaumoHHOH cUCTeMbl — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOIO, MPUKJIAJHOTO HIH
anmapaTtHoro obecneueHust (pyHKIMOHUPOBAHHA HHPOPMALIMOHHON CUCTEMBI.

CnenuajbHble KaTeropuu MepPCOHAJBbHBIX JAHHBIX — IIE€PCOHANbHbIE NaHHbIE, Kacarolluecs
PacoBOM, HAIIMOHAJIBHOW MPHUHAMJIEKHOCTH, MOJUTHYECKUX B3TJIIOB, PEJIMTHO3HBIX WK (puiocodekmux
yOexIeHU, COCTOSIHUS 370POBbsI U HHTUMHOH JKU3HHU CyObeKTa MePCOHATBHBIX JAHHBIX.

CpencTBa BbIYMCIUTENbHONH TeXHUKH — COBOKYITHOCTb IMPOTPAMMHBIX U TEXHUUYECKUX JIEMEHTOB
cucreM 00pabOTKH MaHHBIX, CIMOCOOHBIX (PYHKIIMOHHPOBATH CAMOCTOSITENIbHO WJIM B COCTaBE IPyTHX
CUCTEM.

Cy0bexkT goctynma (cy0ObeKT) — JIMLO WM TPOLECC, NEUCTBUS KOTOPOTO PErIaMEHTHPYIOTCS
IpaBUJIaMU pa3rpaHUyueHus JOCTyIa.

TexHuveckuii KaHaJa yredku uHGpoOpMAaLMH — COBOKYITHOCTh HOCUTEN MH(pOpMAIMK (CpencTaa
00paboTku), GuzHUecKOl cpenbl pacnpocTpaHeHHs WHGHOPMATHBHOIO CHTHAIA M CPEICTB, KOTOPBIMH
no0BIBaeTCA 3aluiaeMast HHpOpMaIvsL.

TpancrpannyHasi mepegadya NepPCOHAJBbHBIX [JAHHBIX — I[leperada IEepPCOHANbHBIX JIaHHBIX
onepatopoM uepe3 ['ocynapcrBeHHy0 rpanuny Poccuiickoit @eaepanuu opraHy BJACTHU MHOCTPAHHOIO
rocyapcTaa, GU3NIECKOMY WIIH FOPHIUIECKOMY JIMIY HHOCTPAHHOTO T'OCY1apCTBa.

Yrpo3bl 0$e30MaCHOCTH NEPCOHAJBHBIX JAHHBIX — COBOKYITHOCTb VCJIOBHH U (PakToOpOB,
CO3/1aI0IIMX OMACHOCTb HECAHKLIMOHUPOBAHHOTO, B TOM YHCJIE CIy4yailHOro, AOCTyNa K MepCOHAIbHBIM
IAaHHBIM, PE3YJbTATOM KOTOPOTO MOXKET CTaTh YHUUTOXKEHHE, U3MEHEHHE, OJIOKHPOBaHKE, KOTUPOBAHNUE,
pacrnpocTpaHeHHe MEePCOHAJTbHBIX AAHHBIX, a TaKXK€ HWHBIX HECAHKLIMOHUPOBAHHBIX NEHCTBUI MPHU HUX
00paboTke B MHPOPMALITMOHHON CHCTEME MEePCOHATBHBIX JAaHHBIX.

YHuUYTOKeHHE TMepPCOHAJbHBIX JAAHHBIX — JENHCTBUs, B pe3yJibTaTe KOTOPbIX HEBO3MOXKHO
BOCCTAHOBUTBH COJEpIKaHHWE MEPCOHAJBHBIX MAHHBIX B WH(POPMAIMOHHOHW CHCTEME IEepPCOHAIBbHBIX
JAHHBIX UJIK B pe3yJIbTaTe KOTOPBIX YHUUTOXKAKOTCSA MaTepuajbHble HOCUTEN NePCOHATIbHBIX TAHHBIX.

Yr1euka (3amumaemoil) HH(POPMALHMH MO TEXHHYECKHM KAHAJAM — HEKOHTPOJIUPYEMOe
pacripocTpaHeHre WH(POPMAaMK OT HOCHUTENS 3aluinaeMoi nHpopmMauuu yepe3 PU3NIECKYIO cpeay A0
TEXHUYECKOT'O CPENICTBA, OCYIIECTBISIIONIET0 MepexBaT HHPOPMALIHH.

Ysa3BuMocTh — caboCTh B CPEACTBAX 3aLIUTHL, KOTOPYK) MOKHO HCIIOJIb30BaTh AJISI HAPYIICHUS
CHCTEMBI WJIN COZepIKalleiics B Heill nH(pOpMAIIHH.

HenocTHocTh HHGOpMAUMH — CIOCOOHOCTH CPENCTBA BBIYUCIMTEIBHONH TEXHHUKH WM
aBTOMATH3UPOBAHHON CHCTEMBI O0€CIeYMBaTh HEM3MEHHOCTb WH(pOPMAIMHM B YCIOBHSX CIy4ailHOrO
W/WUTH TIPETHAMEPEHHOTO UCKAKEHUS (pa3pyIueHus]).

O0o03Ha4YeHHs U COKpaIleHUsA
ABC  — aHTUBUpYCHBIE CPEICTBA
APM — aBTOMaTHU3UPOBAHHOE pabouee MECTO
BTCC — BcnomorarenbHble TEXHUYECKHE CPEACTBA U CUCTEMBbI
HCTI/IH — nadopmMarioHHast CHCTeMa MEPCOHATBHBIX JTaHHBIX
K3 — konTponupyemas 30Ha
JIBC — nokanbHasi BEIMUCIUTENbHAS CETh
MD — mexceTeBol dKpaH
HCJI — HecaHKIIMOHUPOBAHHBII JOCTY Il
OC — onepanmoHHas cucTemMa
II/IH — nepcoHanbHbIE NaHHbIE
IIMB — nporpaMMHO-MaTeMaTHYECKOE BO3IEUCTBUE
I1O — mporpammuoe obecrieueHune
I[ITOMMUH — noGovHbIe 31€KTPOMArHUTHBIC U3JTyUYE€HUS] 1 HABOJKU

CA3  —cucrema aHanu3a 3alUIIEHHOCTH

C31 - cpencrsa 3amuThl HHPOPMALIUT

C3I1/1x — cucrema (moacucTeMa) 3alUThI MEPCOHATBHBIX JAHHBIX
COB - cucrema oOHapy KEHUS] BTOPKEHHI

TKY U — TexHU4eCKHe KaHAJbI YTEYKH HH)OPMALTIH
YBII/IH — yrpo3sl 6e30MacHOCTH MePCOHATBHBIX JAHHBIX

Beeaenune



Mopnens yrpo3 0e30macHOCTH MEePCOHAJbHBIX NaHHBIX (manee — Momnenb) mpu ux oOpadoTke B
HUCTI/lz Cosera nmemyTtatoB Bauckoro mMyHHnmMnajipbHOro okpyra Hiskeroponckoi oOmactu (manee —
CoBer nemyTaToB) CTPOUTCSA HA OCHOBAHUH CIIEAYIOLINX JOKYMEHTOB!

- ®epepanbHblii 3akoH or 27.07.2006 N 149-®3 "O6 wunpopmaiuy, HUHPOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3amuTe nHpopmarmn'”,

- ®enepanbHbIi 3ak0H 0T 27.07.2006 N 152-@3 "O nepcoHaNbHBIX TaHHBIX "

- TpeboBanus K 3amKTe MEPCOHATBHBIX JAHHBIX MPH X 00paboTKe B MHPOPMALTMOHHBIX CHCTEMAX
MEePCOHAIbHBIX TaHHBIX, YTBEPKIEHHbIE nocTaHoBieHueM IIpaButenscTBa Poccutickoit @enepaunu ot 1
HOs10ps1 2012 1. Ne 1119;

- IIpukaz @CTIK Poccunm or 18.02.2013 Ne 21 "O6 yreepknennu CocraBa M COIEpPKAHMS
OPTaHU3ALMOHHBIX U TEXHUYECKHX Mep Mo odecrnedeHn0 0€30MacHOCTH MEePCOHANBHBIX JaHHBIX MPH HUX
00paboTke B MTHPOPMALIMOHHBIX CUCTEMAX IMEPCOHANBHBIX TaHHBIX",

B mopenu yrpo3 mpencraBneHo ommcanue crpykrypsl MCII/IH, coctaBa u pexxuma o0pabOTKH
IIn, xnaccupUKaMIO TOTEHIMAIBHBIX HAPyIIUTENEH, OLEHKY HCXOJHOIO YPOBHS 3alUIIEHHOCTH,
aHayu3 yrpo3 0€30MacHOCTH MEPCOHANBHBIX TaHHBIX.

Mogenp yrpo3 sBAseTCs] METOAUYECKHMM JOKYMEHTOM U MpeAHa3HaueHa ISl JOJDKHOCTHBIX U
OTBETCTBEHHBIX JIUI[ OMepaTropa NMepCOHANbHBIX NaHHBIX, anMuHucTtparopo UCII/IH, paspaboTunkoB
HUCII/H u ux moacucreM.

Amnanu3 YBIIJlH BrovaeT:
Onucanue yrpos.
O1eHKY BEPOSTHOCTH BO3HHKHOBCHUS YIPO3.
O1LeHKY peaTu3yeMOCTH YIPO3.
OLuCHKY OMAaCHOCTH YIPO3.
e  OmnpenencHue aKTYaIbHOCTH YIPO3.
B 3axiroueHnn aHbl peKOMEHIAIMH [0 MepaM 3alUUThI [JI YMEHbIIEHUsS] ONIACHOCTH aKTyaJbHbIX

yIpo3.

1.0nucanue UCIIAn
UCTI[IH mo3BOJsieT OCYIIECTBIATH COOp, XPaHEHHE, HCIOJb30BAaHHE W YHHUUYTOKEHHE
NEPCOHANBHBIX JAHHBIX, COAEPXKAUX HH(POPMALMIO, TO3BOJSIIOLIYIO TOJYYUTh JONOJHHUTEIBHYIO
UH(POPMALIUIO O CYOBEKTE MEPCOHATBHBIX TAHHBIX.

1.1 Cocras 1O UCIIAn

Hdna npamsoit MCII[IlH B wmenoM HeoOXOmMMO OO0ECIEUHTh CIEAYIOIUE XapaKTePUCTUKU
6e3omacHocTH HHpOpMaLNK — KOHPUACHIIUATBHOCTD, LIEJIOCTHOCTb.

KonpuaenunansHocts uHpopmanuu — 00s3aTeNbHOE JIsI BBITOJHEHUS JIUIIOM, TONTYYHBLINM
IOCTYII K ONpenenéHHoi nHpopMayy, TpeOOBaHIE HE MEPEeAaBaTh TaKy0 HHPOPMALMIO TPETHUM JINLIAM
Oe3 cornacus e€ obmanaTes.

HenocTHocTh HHOpPMAMH — CIOCOOHOCTH CPEACTBA BBIYUCIMTENBHON TEXHUKH WIH
UH(POPMALIMOHHOHN CUCTEMbI 00eCTieYnBaTh HEM3MEHHOCTh MH(OPMALIMH B YCJIOBUSIX CIyYalHOTO W/WIN
MPEIHAMEPEHHOTO BO3AEHCTBHUS.

2. lloab3oBaTen

B Cogere gemyrtatoB Bauckoro mMyHuIMMmambHOro okpyra Hipkeropoackoit obmactu (nmanee —
Coser nenyrtatoB), oOpaboTka MEePCOHAJBHBIX MAHHBIX OCYIIECTBIISIETCS B MHOTOIMOJIB30BATEIHCKOM
peKUME C pa3TpaHUYEHUEM TTPaB AOCTYTIA.

Pexxum 00paboTku mpemaycMaTpuBaeT CIEAyIOIIHe ACHCTBHUS C MEPCOHANbHBIMU JaHHBIMHU: cOOp,
CUCTeMAaTH3alNI0, HAKOIJICHHE, XpaHeHWe, yTouHeHue (OOHOBJEHHE, W3MEHEHHE), WCIOIb30BaHHE,
pacmpocTpaHeHue (B TOM 4HCle Tiepenady), obOe3nnuuBaHue, OJNOKUPOBAHHME, YHHUUYTOKEHUE
NEPCOHAJIbHBIX NaHHbIX.

Bce nonb3oBarenu UCII/IH umeroT coOctBeHHble posu. CIUCOK THIOBBIX POJIEH MPEICTaBIEH B
BU/I€ MaTPULIBI focTyNa B Tabmume 1.

Tabmuna 1 — MaTpuna gocrtymna



I'pynna Yposenb nocryna k [1/1n PaspemienHble neiCTBUSA
Obnanaer nmonmHoOM nHpOpMaLeit o
CHUCTEMHOM H MPUKJIATHOM
MPOrpaMMHOM OOeCTieueHU N
UCI#.
OOGnanaer nonHo# uHGopManmeii o | o6op
TEXHUYECKHX CPEICTBAX U
koH(puryparmu UCITIH. i ;E;Zenﬁﬁseaum
Anmunuctparop UCIIx Hueer noctyn ko scem - XpaHeHue
TEXHUYECKHM CPEACTBAM
06paboTku MHPOPMALIUU U - yTOUIHeHHe
nanHsv MCTTTH, - UCTIOJIb30BAHNE
O6nanaer npasaMu " YHIATORCHHE
KOH(HUTypUpOBaHUA U
aAMUHUCTPATUBHON HACTPOHKHU
texHuueckux cpeacts MCITH.
Obnanaer mpaBamMu
Anmunuctpartopa UCIIH.
Ob6nanaer monHoOW HHPOpMaLUEit 6
06 VUCTI/Tx. - €oop
Hwmeer noctyn k cpencrsam - CHCTEMaTHSAHA
AAMHHHCTpATOP 3aIUThl HHYOPMALIUH U - HaKOTICHHe
6e3zomacHOCTH MPOTOKOJIMPOBAHUS U K YACTH - xpaneriue
KJItoueBbIX 351eMeHTOB MCIT/IH. - YTOURCHHE
He nmeer npas gocrtyna k - MCTOIL30BAHME
KOH(HTYPHPOBAHUIO TEXHHYECKUX | YHIATOIREHHE
CPEACTB CETH 32 UCKITIOUSHHEM
KOHTPOJIbHBIX (MHCIEKIIHOHHBIX).
- cbop
O671a7aeT BCeMU HEOOXOMAMBIME | 1 o maTH3aHHA
aTpuOyTaMu U TIpaBaMH, - HaKOIIeHHe
Oneparop UCIT/1H - XpaHeHue
o0ecTeYnBarOIUMH JOCTYII KO
scem ITJTH. - yTOYHEHHE
- ICNIOJIb30BAHNE
- VHUUYTOXXECHHE

IIpenocraBnenne wnu npekpamenue aocryna k WCII[IH ocymecTBisieTcs B COOTBETCTBHH C
PaCnopsA’KEHUEM O HA3HAUCHUHN Ha AOJIKHOCTb HUJIN PACIIOPSAKEHUEM 06 YBOJIbHCHUU.

3. Tun UCIIAn
Tabmuna 2 — [Mapamerpet UCIT/IH
3amaHHbBIE XapaKTEPUCTHKHU O0€30MacCHOCTH
NePCOHAJBbHBIX TAHHBIX
Crpyxkrypa nHbOPMATMOHHON CHCTEMBI JlokanpHast ”HPOPMALIMOHHASI CHCTEMA
[Monkroyenne MHPOPMALTMOHHONW CUCTEMBI K
ceTsiM O0IIero NMoJb30BaHUS U (WIIN) CETSIM

Tunosast nHpOpMaALTIOHHAS CUCTEMA

Hwmeercsa
MEXKIYHApOAHOTO HH(POPMALTHOHHOTO
oOmeHa
Pexxim 00paboTKH nepCOHAIBHBIX JAHHBIX MHoOronosib30BaTeNbCKasi CUCTEMA
PexxnM pazrpaHudeHus Mpas JOCTVYIIa
pasrp P y C pasrpaHuveHueM A0CTyTIa
NOJIb30BATENEH
MeCTOHaXOX(I[eHI/Ie TEXHUYCCKUX CPEACTB Bce Texunueckue CpeACTBAa HAXOAATCA B
WH(HOPMALIMOHHON CHCTEMBbI npenenax Poccuiickon Pepgepanun

I[OHOJ'IHI/ITGJ'IBHaﬂ HHd)OpMaLIPIﬂ K NECPCOHAJIbHBIM JdHHBLIM IPCABABIISACTCS




| | TpeboBaHME NENOCTHOCTH | (MJIH) AOCTYMHOCTH |

JIMC II tuna — nokampHasi WHPOPMAIIMOHHAS CUCTEMAa, UMEIOIAsi MOAKIIOYEHHE K CeTSIM CBSI3H
o0Imero moyib30BaHus U (MJIK) CETSM MEXIYyHapOJHOr0o MH(OPMALIMOHHOrO oOMeHa WH(pOpPMAaLMOHHbBIE
CHUCTEMBI, C pa3rpaHU4YCHUEM MIPAB JOCTyMA.

4. Ucxoanslii yposens 3amumennoctu UCIIIn
ITon o0muM ypoBHEM 3aIMUINEHHOCTH IMOHMMAeTcs OOOOIIEHHBIH MOKa3aTesb, 3aBUCSINUN OT
TEXHUYECKHX M SKCIUTyaTtaluoHHbIX xapakrepuctuk MCITIH (Y1).
B Tabnune npeacraBieHbl XapaKTePUCTHKU YPOBHsI rcxonuoi 3amumenHocT aiist UCITa Cosera
nemnyTaToB Badckoro MyHUIIMNaIbHOTO OKpyra Hiskeroponckoi odaactu.
Tabnuna 3 — UcxoaHblii ypOBEHB 3AIUIIEHHOCTH

YpoBeHb
IMozuuus TexHHU4eckne 1 HKCITyaTallOHHbIE XapaKTEPUCTUKH
3aUIUIIEHHOCTH
1 ITo TepputropuaibHOMY pa3MELIEHUIO Bricokuii
2 ITo HanMMYMIO COENUHEHMS C CETSIMU OOIIETO MOJIb30BAHUS Cpennuii
3 ITo BcTpOeHHBIM (JIeTaIbHBIM) OTEPALSIM € 3aMUcsIMu 0a3 T —
MEPCOHANBHBIX JAHHBIX

4 ITo pasrpanuueHuro AOCTyNa K MePCOHAIbHBIM JaHHBIM Cpennuii
ITo Hammuuro coenuuenwii ¢ npyrumu 6a3amu 1111 nHBIX .

5 Bricokunt

HUCTIH
6 ITo yposHio (obe3nmuuBanus) [1/1H Huskuit
7 ITo o6wemy I1/IH, KOTOpBIE IPEAOCTABISAIOTCS] CTOPOHHUM Bhicokuii
nonb3oBaressim UCIT/ I 6e3 mpensaputenbHoit 00paboTku

OnpenesneHyue HCXOAHON CTENEHU 3alUIIIEHHOCTH:

1. HUCIIJIlH umeeT BBICOKMH YpOBE€Hb MCXOJHOM 3alMIIEHHOCTH, eciu He MeHee 70%
XapaKTEPUCTUK COOTBETCTBYIOT YPOBHIO «BBICOKHID,

2. UCII[ls umeer cpenHuii ypoOBEHb UCXOMHOW 3aIMMINEHHOCTH, €CJIM HE BBITIOJHSIOTCS yCIOBHS
no nyHKTy 1 u He MeHee 70% xapaxTtepuctuk MCII/IH COOTBETCTBYIOT YPOBHIO HE HUXKE «CPEAHUIY;

3. UCIIJIH uMeeT HU3KYIO CTENEeHb MCXOAHOMN 3aIIUINEHHOCTH, €CJTU HE BBITIOJHSIOTCS YCIOBUS 1O
myHKTaMm 1 u 2.

Tabmuna 4
3HaueHne XapaKTEPUCTUKNA . IIporuieHT 3HAaUEHUN HE
Ne i/t P P KonnuecTso 3HaueHuit por
(YpOBEHb 3aIUIIEHHOCTH) HIDKE TAHHOTO YPOBHS
1 Bricokuii 3 42%
Cpenauii 2 29%
3 Huskuin 2 29%

B cootBercTBHU C MOJIYYCHHbIMU HJAaHHBIMHU YCTAHABJIHNBACTCA cpezu-mii noxkasarteJib PICXO).IHOﬁ
3aIIMINEHHOCTH, 3HaueHne kodpdunnenta Yi1=5.

S. BeposiITHOCTH peajiM3aluu yrpo3 0e30nacHoCTH
5.1 Knaccundukauust yrpo3 6e30nacHoOCTH
[TepeueHp yrpos, ys3BUMOCTEH M TEXHHYECKMX KaHAJIOB YTEUKH WMHpopMmanmu cHopMHUpOBaH B
COOTBETCTBUH C TpeboBaHUAMH pyKoBoIAmuxX 1okyMeHToB PCTIK Poccun.
CocraB u conepxanue YBII/IH onpenensieTcsi COBOKYITHOCTBIO YCIOBUH M (DaKTOPOB, CO3MAOLINX

OMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCIE ciydaiiHoro, noctyna k I1JlH obGpabarbiBaeMbIM B
HUCTIn.



UCTI[In VupexaeHus mpencraBisieT coO0H COBOKYNMHOCTh HWH(POPMALMOHHBIX U IMPOrPAMMHO-
anmapaTHBIX AJIEMEHTOB U MX OCOOEHHOCTEH Kak OOBEeKTOB obecmeueHusi OesomacHOCTH. OCHOBHBIMU
snementamu UCIT/IH siBnsiroTCS:

- TIepCOHaNbHBIE NaHHbIe, oOpadaTeiBaemble B ICI1/IH;

- TH(QOPMALIMOHHBIE TEXHOJIOIHH, KaK COBOKYITHOCTh MPUEMOB, CIIOCOOOB U METOAOB MPUMEHEHUS
CPEACTB BbIUUCIUTENBbHONW TeXHUKHU pu obpadotke I1/1H;

- Texauudeckue cpenacrsa UCII/IH, ocymecteistomue obpadborky I1/H (cpencTsa BEIMUCIUTETBHON
texHuku (CBT), nHpOpMaIMOHHO-BEIYUCIUTEIbHBIE KOMITJIEKCHI M CETH, CPEICTBA M CUCTEMBI ITePEIayH,
npuema u oopadortku I1/1H;

- TIPOrpaMMHBIE CpeNCTBa (ONepallIOHHbIE CHCTEMBI, CUCTEMBI YIIPABICHUs 0a3aMH JaHHBIX U T.I1.),

- cpenctra 3amuthl nHGopmanuu (C3H1), sxrouas CK3H,

- BCIIOMOTATEJIbHBIE TEXHUUECKUE CPEACTBA U CHUCTEMBI (TEXHHUECKHE CPEACTBA M CHCTEMBI, UX
KOMMYHHKALMHM, HE TNpenHa3HadeHHble ais obpadorku II/IH, HO pa3MelieHHbIE B TOMEINEHUSX, B
koTopeIx pacronokensl MCII/IH, Takue kak cpefcTBa BBIMUCIUTEIbHON TEXHUKH, CPECTBA U CUCTEMBI
OXpaHHOH U TIOKapHOM CHUTHajIM3alU{, CPEACTBA M CHUCTEMbl KOHIULMOHHUPOBAHMS, CpPEACTBA
3JIEKTPOHHON OpPIrTeXHUKH U T.11.) (nanee — BTCC);

- nokyMeHnTauus Ha CK3U u Ha TexHu4eckue u nporpaMmmMublie komrnoHeHTs! MCIH;

- KJIFOYEBasi, ay TCHTU(ULMPYIOLIAsi U MapOoJIbHAS HHPOPMALIHS,

- MIOMEILEHUs], B KOTOPbIX HAXOISATCS 3alUIIAEMbIE PECYPCHI.

Bosmoxknoctu  uctounnkoB YBIIJI[H 00ycloBiaeHBI COBOKYITHOCTBIO METONOB M CIOCOOOB
HECaHKLIMOHUPOBAaHHOrO M (Wim) ciydvaiiHoro pocrynma k II/IH, B pe3yjbrare KOTOPOro BO3MOXKHO
HapylIeHne KOH(PHISHIMAIbHOCTH (KOIMPOBAHHE, HEMPABOMEPHOE PACHpPOCTPAHEHUE), LENOCTHOCTH
(YHHUTOKEHHE, U3MEHEeHHe) U nocTynHocTH (Onokuposanue) I1/1H.

VYrposa 6e3onmacuoctu [1/]H peanusyercst B pesynbrare odpa3oBaHus kaHana peanuzanuu Y Bl
MEXIy MCTOYHUKOM YIrpo3bl U HocuTeneM (uctouHukom) I1/1H, uTo cozmaer HEOOXOOMMBIE YCIOBHS IS
Hapywenus Oe3omacHocTH I1/1H (HeCaHKLIMOHUPOBAHHBIN MITH CITyYaiHbIA JOCTYII).

OcCHOBHBIMH 3JIeMEHTaMu KaHana peanuzauuu YBII/IH sBisroTes:

- ucrounuk YBIIJIH — cyOBekT, mMaTepuanbHblii OOBEKT Win (pu3ndeckoe SIBJICHUE, CO3JAIOIIHe
YBII/H;

- cpena (myTh) pacnpoctpanenus 11/IH winn Bo3meWCTBH, B KOTOpOH (hu3ndecKoe IoJie, CUTHa,
IaHHbIE WM TPOrpaMMbl MOTYT PAaCIpPOCTPAHSATHCS M BO3ICHCTBOBATH HA 3alUINAEMble CBOWCTBA
(koH(pUIEHIINATBPHOCTD, HEJIOCTHOCTD, NOCTYMHOCTD) [1/1H;

- Hocutenb [1/IH — Qu3nueckoe U0 MM MaTepUaNIbHBIA OOBEKT, B TOM YHCIIE (PU3UUECKOE TIOJIE,
B KoTopoM I1JIH HaxoauT CBOE OTpakeHHE B BUAE CUMBOJIOB, 00Pa30B, CHTHAJIOB, TEXHUYECKHX PEIIeHUH
U TTPOLIECCOB, KOJUYECTBEHHBIX XaPAKTEPUCTUK (PU3MUECKIX BEIIUYHH.

Ucrounnkamu yrpoz HCJl 8 UCIT1a MorTyT OBITB:

- HapyLIUTEb,
- HOCUTEJIb BPEJOHOCHON MPOrpaMMBl.

5.2 Knaccudukauus Hapymurejeu

ITo npusnaxy npunannexxsocty k MCII/IH Bce HapymMTenu AessTcs Ha ABE TPYIIbL:

BHEIIIHUE HApyIIUTeNn — (PU3MYECKHE JIMLA, HE WMEIOIIHe NpaBa NMpeObIBAaHUS HA TEPPUTOPHUU
KOHTPOJIMPYEMOH 30HBI, B IIpeesiaX KoTopoi pasmernaercs obopynosanne UCI1/IH;

BHYTPCHHHE HAPYLINTENH — (PU3MYECKUE JIMLA, MUMEIOLINe MpaBO NpeObIBAaHUS HA TEPPUTOPHUU
KOHTPOJIMPYEMOMH 30HBI, B Ipenesax KoTopoi pasmernaercst obopynosarne UCII/H.

BHemrnuii HapymuTe/b

B kauectBe BHemHero HapymwuTens HWHOOPMAIMOHHOH O€30MacHOCTH, pPacCMAaTPUBAETCS
HapyLINUTEIb, KOTOPBI HE UMEET HEMOCPEACTBEHHOrO AOCTYIa K TEXHHYECKUM CpPEACTBAM M pecypcam
CHUCTEMBI, HAXOASIIMMCS B IIPenesiax KOHTPOJUPYEMOM 30HBIL.

IIpennonaraercss, 4TO BHEIIHWNM HAPyLIUTEIb HE MOXET BO3JEHCTBOBATb HA 3alLUIIAEMYIO
UHPOPMALIMIO TO TEXHHUYECKUM KaHajaM YTEYKH, TaK Kak oOObeM HWH(POpPMAaLWH, XPaHUMOW U
obpabareiBaemoiri B WCII/IH, sBAsieTCS HEOOCTATOYHBIM Ui BO3MOXKHOW MOTHBALMK BHEIIHETO



HApPYIIUTENs] K OCYINECTBICHHIO JEHCTBHH, HANPABJICHHBIX YTEUKy HHOOPMAILMH IO TEXHHYECKUM
KaHajiaM yTeuKH.

IIpennonaraercsi, YTO BHELIHUH HApyIIUTENb MOXET BO3JENHCTBOBAaTb Ha 3allULIAEMYIO
UH(OPMALIIIO TOJBKO BO BPEMsI €€ TIepeadr MO KaHaIaM CBSI3H.

BHyTpeHHuH HApYIIMTEJIb

B03MOXXHOCTH BHYTPEHHErO HapyLIUTENs CYIIECTBEHHBIM OOpa3OM 3aBHCAT OT AEHCTBYIOIINX B
npenenax KOHTPOJIUPYEMOH 30HBI OrPaHUYUTENbHBIX (PAKTOPOB, M3 KOTOPBIX OCHOBHBIM SIBJISIETCSI
peanu3anys KOMILIEKCa OPraHU3alMOHHO-TEXHIUYECKUX Mep, B TOM YHCIe 1O NMoAadopy, pacCTaHOBKE U
00€CIeYeHNI0 BBICOKOH MpOo(eCCHOHANBPHOW MOATOTOBKU KaApOB, AOMYCKY (PU3HMUECKHX JHI BHYTPb
KOHTPOJMPYEMOH 30HBI W KOHTPONIO 3a TMOPSAKOM TMpOBeneHUs paboOT, HanpaBJICHHBIX Ha
NpeNOTBpAaLIeHNe U ITpecedeHe HECAHKLIMOHUPOBAHHOIO IOCTYy A,

Cucrema pasrpanudenus: nocryna MCII/Ia obecneunBaer pa3rpaHU4eHUe MPaB MOJb30BATEICH Ha
IOCTYI K MH(OPMALIMOHHBIM, ITPOTPAMMHBIM, anmnapaTHeM U 1pyruM pecypcam UCIT/IH B cooTBeTCTBHI
C MIPUHATOW MONUTUKON MH(POpManmoHHO# OezonacHocTH (mpaBmiamu). K BHYTPEHHHUM HapyIIUTENsIM
MOTYT OTHOCHUTBCS:

anmuuuctparopsl UCIT/IH (kaTeropus 1),

aJIMAHUCTPATOPBI KOHKPETHBIX noacucteM nin 6a3 nanusix UCITH (kateropus 1I);

nognp3oBarenn UCII/Ix (kareropus 111);

NOJIb30BATEINH, SIBJISIFOIUECS BHEIIHUMH 110 OTHOLIEHHIO K KoHKpeTHo! AC (kareropus [V);

auna, obaaare BO3MOKHOCTBIO IOCTYTIA K CUCTEME Tepeayn JaHHbIX (kateropus V),

COTPYAHHMKH, HMMEIOLINE CAHKIMOHMPOBAHHBIA MOCTYH B CIYKEOHBIX LEISIX B IOMELICHHS, B
KOTOpBIX pasmertarorcs ssemerTol UCII/IH, HO He nMerolme mpasa noctyna K HuM (kareropust VI);

obcyskuBarommii epconan JIIIY (oxpaHa, paOOTHHUKH MHXEHEPHO—TEXHHUYECKUX CIYKO U T.1.)
(xareropus VII);

yIOJHOMOYeHHBIH mepconan paspaborunkos MCIIJIH, kOoTOphIi Ha AOTOBOPHOW OCHOBE HMEET
NPaBO Ha TEXHHUYECKOE 00cyknBaHue U Mogudukannto komnonenroB MCI1/x (kareropus VIII).

Ha mun xareropuii I u II Bo3noxxeHs! 3a8a4n MO0 aAMUHUCTPUPOBAHUIO MPOrPAMMHO-ANIAPATHBIX
cpenctB u 0a3 mamabix WCII[H s wHTerpaumu u OOeCleYeHHs] B3aUMONEWUCTBUS Pa3TUYHBIX
noncucteMm, Bxomsamux B coctas MCIIJIH. AQMUHHCTpaTOpbl MOTEHIMAIBHO MOTYT PEau30BbIBATH
yrpo3sl Ub, ucronb3yst BO3SMOXKHOCTH 1O HEMOCPEACTBEHHOMY IOCTYITy K 3alluinaeMoll MH(OpMaIvH,
obpabareiBaemoii u xpanumoii B UCII/IH, a Takke K TeXHUYECKUM U nporpaMmubiM cpenctsam UCTI/IH,
BKJIIOUAs CPENICTBA 3aIIUTHI, UCIOIb3yeMble B KOHKpPETHbIX AC, B COOTBETCTBUM C YCTAHOBJIEHHBIMU JJIs
HUX aJMUHUCTPATUBHBIMU [TOJIHOMOYHUSIMHU.

OTU JMLAa XOpPOLIO 3HAKOMBI C OCHOBHBIMHM allrOPUTMAaMH, MPOTOKOJAMHM, peaju3yeMbIMU U
UCIIOJNB3yeMBbIMU B KOHKpeTHbIX mnoxacuctemax u HMCII[lH B wnenoM, a Takxke C NpUMEHSIEMbIMU
NPUHIUIIAMA U KOHLEIUAMH 0€30MaCHOCTH.

[Ipenmonaraercs, 4TO OHM MOIJIM OBl HCIOJB30BATh CTAHAAPTHOE OOOPYIAOBaHWE JHOO IS
UICHTUPHUKAINN YSI3BUMOCTeH, b0 i peanusanuu yrpo3 Ub. JlanHoe obopynoBaHue, MOXKET ObITb,
KaK 4YacTbl0 INTAaTHBIX CPEACTB, TaK M MOXKET OTHOCHTBCS K JIETKO MOJy4aeMoMmy (Hampumep,
POrpaMMHOE OOeCTIeUeHHE, TIOTYYEHHOE U3 OOIIEAOCTY THBIX BHEITHUX HCTOYHHUKOB).

Kpome Toro, mpeamonaraercs, 4YTo 5TH JIMLA MOTJH OBl pacmojiararh CIELUATH3UPOBAHHBIM
obopynoBaHUEM.

K muuam xareropuit I u II BBUny ux uckmountenbHoil ponu B MCIIIH nomkeH NpUMEHSIThCS
KOMILJIEKC OCOOBIX OPraHU3aLOHHO-PEKIMHBIX Mep MO UX MOAOO0PY, NPUHITHIO Ha PadOTy, HA3HAUEHHIO
Ha JOJUKHOCTD U KOHTPOJTIO BBIMOJIHEHUS (PyHKIIMOHANBHBIX O0s13aHHOCTEH.

[Ipenmonaraercs, uyto B uncio qul kateropuii 1 u Il 6yayT BKIIOYAaThCS TOJNBKO JOBEPEHHBIE JIULA
Y [I03TOMY YKa3aHHbIE JIMLIa UCKIIIOYAOTCS U3 YHUCIIA BEPOSITHBIX HAapyIIUTENEH.

IIpennonaraercs, yro auua kareropui III-VIII oTHOCATCA K BEPOATHBIM HAPY LIUTEIISM.

IIpennonaraercsi, 4T0 BO3MOXKHOCTb CrOBOpa BHYTPEHHMX HapylLIUTeNell MaloBepOsTHA BBUIY
MPUHSTBIX OPraHU3aLHOHHBIX U KOHTPOJIUPYIOIIUX Mep.

IIpennonokennss 00 umeromeiics y Hapywurteass HHpopMauuu 00 00beKTax peajH3alMH
yrpos

B kauectBe OCHOBHBIX YpOBHEH 3HaHUI HapymuTeneil 060 AC MOXKHO BBIIEIUTD CIENYIOIINE:

obwas ungopmayus — nHGOPMALTK O HA3HAYEHUs 1 oOuwmx xapakrepuctukax UCI/IH;



OKCIIyamayuonHas — ungopmayuss — WHGOpPMALUSA, TOJNYyYEHHAas W3 OSKCIUTyaTalUOHHOM
JOKYMEHTALUH,

yyecmeumenvHas ungopmayus — THPOpMaLs, TOMONHSOLIAs SKCIUTYaTAUOHHYI0 HH(POpMAIHIO
00 UCIT/x (Hanpumep, cBeneHus U3 npoekTHoM nokymenTtaun UCIT/IH).

B gacTtHOCTH, HAPYLIUTEIL MOXKET UMETh:

IaHHbIE 00 OpraHu3aluu paldoThl, CTPYKTYpPE U HCIONB3yEMBIX TEXHHYECKHX, MPOrPAMMHBIX U
nporpammMHo-TexHuuecknx cpencrsax UCII/H;

ceenennst 00 uHpopmanmoHHbIx pecypcax UCIIJIH: mopsmok U mpaBujia CO3AHUS, XPaHEHUS U
nepenayn UHGOPMALMH, CTPYKTYpa U CBOHCTBAa MH(POPMALIMOHHBIX TIOTOKOB,;

IaHHbIE OO YS3BHMOCTSX, BKJIOYAsl JAHHBIE O HENOKYMEHTHUPOBAHHBIX (HEAEKJIAPUPOBAHHBIX)
BO3MOJ)KHOCTSIX TEXHUUYECKUX, TPOTPAMMHBIX U NporpaMmHo-TexHuueckux cpeacts UCTIH;

naHHble 0 peann3oBaHHbIX B [IC3U npuHnunax u anropurmax;

UCXOJIHbIE TEKCTHI porpammuoro obecneuenns UCIT/IH;

CBEJIEHUs1 O BO3MOXKHBIX KaHAJIax pean3aluu yrpos;

UH(POPMALIUIO O CIIOCO0aX Peau3aiiy yrpos.

IIpennonaraercs, uro nuua kareropuu Il u xateropum IV BraneroT TOABKO 3KCILTYyaTalMOHHON
uHpopMauueli, uTo odecrneuynBaeTcs OpraHU3aLMOHHBIME Mepamu. llpu sTom smna xateropuu IV He
BJIANICIOT TMAPOJIbHOH, ayTeHTU(PUIMPYIOUIeH U kirodeBoi uH(popmanueir, ucnonssyemoii B AUC, k
KOTOPBIM OHU HE UMEKT CAHKIIUOHMPOBAHHOIO JOCTYIA.

IIpennonaraercs, 4ToO JULAa KAaTEropuu V BIAJCKOT B TOH WIM MHOM 4YacCTU YyBCTBUTEIBHOH M
SKCIUTyaTallMOHHON MH(pOpMaLueit o cucreme nepenadn uHpopmauuu u odueit napopmanueit 06 AUC,
UCTIONB3YIOLINX 3Ty CUCTEMY Mepenadyu HHPOpPMaLnH, YTO O0ECTIeYNBAETCS] OPraHU3AOHHBIMI MEPAMH.
IIpn »>TOM suma kareropun V HE BIAACIOT NApOJbHOH M ayTeHTHQUUUpYrOmed wnH(opMaime,
ucnosns3zyemoii B ANC.

IIpennonaraercs, uro nuua kareropun VI m guna kareropun VII mo ypoBHIO 3HAHUR He
MIPEBOCXOASAT JINLA KaTeropuu V.

IIpenmonaraercs, uto auna kareropuu VII obnanarot gyscTBuTensHol nHpopmanuern 06 UCI/Ix
u (ynkmonansHo opueHTupoBaHHbIX AMC, Brimouas uHpopManmoo 00 YA3BUMOCTIX TEXHHUYECKHUX U
nporpaMMubIx cpencts MCII/IH. OpranuzauoHHBIMH MepaMu MPEANnosaraeTcsl HCKIYUTb AOCTY JIMI
kateropun VIII k TexHmueckum u mnporpammHbiM cpernctBam HCIIJIH B MomeHT 00paboTku ¢
UCTIOJIB30BAHUEM STHX CPENICTB 3AIIUIIAeMON HHPOPMALHH.

Takum obpasom, Haubonee napopmuposanubiMu 00 AVC sisiroTcst nna kareropuu 111 u numa
kareropuu VIIL

Crenenp WHGOPMHUPOBAHHOCTH HAPYIIUTENS 3aBUCHT OT MHOTHX (PakTOpOB, BKIIOUAs
peanusoBaHHble B JIIIY kOHKpeTHBIE OpraHM3allMOHHBIE MEPBl U KOMIETEHUHIO HapywuTrenei. Ilostomy
OOBEKTHBHO OLEHUTh O0OBEM 3HAHWHA BEPOSTHOIO HAPYLIMTEN B OOIIEM Ccly4dae MPaKTHYECKH
HEBO3MOKHO.

B cBsi3u ¢ U3N0KEHHBIM, C LIEJBIO CO3[AHUsl ONPENENIEHHOIO 3amaca NPOYHOCTH MPEAIONaraercs,
YTO BEPOSITHBIE HAPYLIUTENU O0NamaroT Bceld wuH(pOpMaiMed, HEOOXOMUMOW Ui TOATOTOBKH U
peanm3alu yrpo3, 3a HCKJIIOYEHHEeM HWH(POPMAaLWH, JOCTYN K KOTOPOHW CO CTOPOHBI HApYIIUTENsS
UCKIIFOUaeTcss cucteMol 3ammtbl uH(popmaumu. K Takoil wmHpOpManuy, HampuUMep, OTHOCHUTCS
NapoJIbHas, ay TEHTUQULNPYIOIAs U KITFoUeBasi HHHOPMALIHSL.

IIpennonosxkennst 00 NMEOIMXCSI Y HAPYLIHTE/ISI CPeACTBAX peaju3aluy yrpos

[Ipenmnonaraercs, YTO HAPYLIUTETb UMEET:

- anmmapatsbie koMroHeHTol C3I1Ix u CO C3I1 g,
- JOCTYIIHbIE B CBOOOJHOHN MPOJake TEXHUUECKUE CPENCTBA U MTPOrPaMMHOE 0OecTieueHHe;
- CIIEMAITbHO pa3paboTaHHbIe TEXHIUECKHE CPECTBA U POrPaAMMHOE OOECTICHEHHE.

BHyTpenHMiT HApYIIUTENIb MOXKET UCIIOJIb30BATh IITATHBIE CPEICTBA.

CocTaB UMEIOLIUXCS Y HAPYIIUTENS CPEACTB, KOTOPbIE OH MOXKET MCIIONb30BATh IJISl peau3aluu
yrpo3 Wb, a Takke BO3MOXKHOCTH IO HX MNPUMEHEHHIO 3aBUCST OT MHOTUX (DaKTOpPOB, BKIFOYAS
peanu3oBaHHble Ha oObekTax JIIIY KOHKpEeTHBIE OpraHU3AMOHHbBIE MEPbI, (PUHAHCOBBIE BO3MOXKHOCTU H
KOMMeTeHIMI0 Hapymmreneil. [1osToMy OOBEKTHBHO OLEHUTh COCTAB HMMEIOIINXCS y HAPYLIUTENs
CPEACTB peaji3alyy yrpo3 B O0IIEM Cllydae MPaKTUIECKH HEBO3MOXKHO.



IToatomy, st coznanus ycroitunsoi C3I1/1H npeanosnaraeTcs, 4TO BEPOSITHBIN HApyLIUTEIb UMEET
BCE HEOOXOAMMBIE [UIsI pealu3alidl yIrpo3 CPEACTBAa, BO3MOXHOCTH KOTOPBIX HE MPEBOCXOIST
BO3MOKHOCTH aHAJIOTMYHBIX CPEICTB pealu3aldy yrpo3 Ha HHOOPMALMIO, COACPIKAIIYI0 CBENCHUS,
COCTABJISIIOLINE TOCYIAPCTBEHHYIO TallHY, M TEXHUYECKHE M NMPOrpaMMHBIE CPECTBA, 00padaThiBaroIne
3Ty HH()OPMALIHIO.

Bmecre ¢ Tem npeanonaraeTcs, YTO HapyLUIUTENb HE UMEET:
- CPENICTB MepexBaTa B TEXHUUECKUX KaHalaxX yTeuKH,
- CPEeNCTB BO3JEHCTBUS Yepe3 CUTHAJIbHBIE LIENY,
- CPeNCTB BO3JEHCTBUSA HA MCTOUHUKH U Yepes3 LieNH NUTaHUs,
- CPEeNCTB BO3JEHCTBUSA Yepe3 LenH 3a3eMIIeHUS,
- CPEICTB aKTUBHOTO BO3JEHCTBUS HA TEXHUYECKHE CPENCTBA (CPENCTB OOIyUSHMS).

IIpennonaraercs, uto Hanbosee COBEPIIEHHBIMH CPEACTBAMH pEATH3alUU Yyrpo3 OONafaroT JInIa
kareropuu III u muna kareropun VIIL

5.3 Knacenpuxanus ysizsumoctein UCI/{n

Vsazpumocte HMCIIJIH — Hemoctatok wiu crmaboe MECTO B CHUCTEMHOM WIJIM  TPHKJIATHOM
nporpaMMHOM  (TIPOrpaMMHO-AMMapaTHoM) OOeCreyeHUud aBTOMATHU3MPOBAHHONW HH(DOPMAIIMOHHOM
CHCTEMBI, KOTOPOE MOXKET OBITh HCIOJB30BAHO JISI PEAU3aLUN YIPO3bl O€30MaCHOCTH MEePCOHATBHBIX
TaHHBIM.

[IprunHaAMKU BO3SHUKHOBEHUS YS3BUMOCTEH SIBIISFOTCS:

- omMOKU TPU TPOSKTHPOBAHWU M pa3paboTke NPOrpaMMHOro (MPOrpaMMHO-aNIapaTHOro)
obecrieueHusI;

- TIpeAHAMEPEeHHBIC ACHCTBUS MO BHECEHHIO YSI3BUMOCTEH B XOA€ MPOEKTUPOBAHMS M pa3pabOTKU
POTrPaMMHOTO (IIPOTrPaMMHO-AIIAPATHOTO) 00eCIeueHus,

- HEeNpaBWIbHbIC HACTPONKH MPOrPaMMHOIO 0OecreueHus], HePaBOMEPHOE M3MEHEHHE PEKIMOB
paboThI yCTPONCTB M MPOrPamM;

- HECAHKLIMOHUPOBAHHOE BHEIPEHUE U HCIIOJIb30BAHHE HEYYTEHHBIX MPOrPaMM C IMOCIENYIOIIUM
HEOOOCHOBAHHBIM PACXOAOBAHUEM PECYpPCOB (3arpy3ka IpoIeccopa, 3axBaT ONEPATHBHONH MaMATH H
NaMATH Ha BHEUTHUX HOCHTEJSIX);

- BHEIPEHHE BPEJOHOCHBIX MPOTPaMM, CO3JAIOLINX YSI3BUMOCTH B MPOrPAMMHOM U MPOTPAMMHO-
anmapaTHOM O0eCIeYeHNH,

- HECAHKLIMOHUPOBAHHBIE  HEYMBIIJICHHbIE  ACHWCTBUSL  IOJIb3OBATeNied, MNPUBOAALINE K
BO3HHKHOBEHHIO YS3BHMOCTEH;

- cbou B pabore ammapaTHOro U mporpaMMHOro obecriedyeHus (BbI3BaHHBIE COOSAMH B
3JIEKTPONIUTAHUH, BBIXOAOM M3 CTPOs aIlMapaTHBIX 3JIEMEHTOB B PE3YJIbTATe CTAPEHUS W CHIDKEHUS
HA/Ie)KHOCTH, BHEIIHUMH BO3AEHCTBUSIMH 3JIEKTPOMArHUTHBIX MOJIEH TEXHUYECKUX YCTPOUCTB H 1p.).

Paznuyarot cnepyromime rpynbl OCHOBHBIX YSI3BUMOCTEH:

- YA3BUMOCTH CHCTEMHOI'O NPOTrpaMMHOro olecriedeHusi (B TOM HHCIIE€ MPOTOKOJIOB CETEBOTO
B3aUMOJIEICTBHA),

- YA3BUMOCTH MPUKIAJHOTO MpPOrpaMMHOro obecneueHus (B TOM 4YHCIE CPENCTB 3alUThI
uHpOpMaLUN).

5.4 llepeuenb Bo3moxkHbIX YBII/IH

Jna UCTT[IH YupexeHns MOKHO BBIIENUTD CIIEAYIOIINE YTPO3bL:

1. Yrpo3sl OT yT€UKH O TEXHUYECKUM KaHaIaM.

1.1. Yrpo3sl yTeukn aKyCTUIeCKOH HH(POpMAIUHL.

1.2. Yrpo3sl yTeuku BUAOBOH HHGOPMALUH.

1.3. Yrpo3ss! yreukn nHpopmaunu no kaHaaam [ISMUH.

2. Yrpo3bl HECAHKIIMOHUPOBAHHOTO IOCTYTa K HHPOpPMALIUK.

2.1. Yrpo3sl yHHUTOXEHHUs, XuiueHus anmapatHbix cpeacts MCII/IH HOcuTeneit uHbopmanyu
nyteM pU3nUeckoro nocryma k siaemenrtam MCIT/IH.

2.1.1. Kpaxa I19BM,;

2.1.2. Kpaxa Hocuteneii nHpopMarum;

2.1.3. Kpaxa kirodeii 1 aTpuOyTOB IOCTYIIA,



2.1.4. Kpaxwu, MoguduKanuy, yHUYTOKEHHSI UHPOPMALINY;

2.1.5. BeiBox u3 cTpos y3i0B [I9BM, kananos cBs3u;

2.1.6. HeCaHKIIMOHUPOBAHHOE OTKJIIOUEHNE CPEACTB 3aLUTHL

2.2. Yrpo3bl XUIIEHHsI, HECAHKIIHOHUPOBAHHON MON(UKALINH HIIH OJIOKHUPOBAaHUS HHPOPMALIUH 32
cuer HecaHkiuoHupoBanHoro pocryna (HCJ) ¢ mnpumeHeHneM npoOrpaMMHO-anmapaTHbIX U
MPOTPAMMHBIX CPENCTB (B TOM YHCIIE MPOrPAMMHO-MATEMATHYECKUX BO3IEHCTBHI).

2.2.1. [leiicTBHs BPEIOHOCHBIX IPOTPaMM (BHPYCOB);

2.2.2. HenexnapuposanHble Bo3MokHOCTH cucteMHoro 110 u ITO anst 00paboTku nepcoHaIbHBIX
JAHHBIX;

2.2.3. YcranoBka 10 He CBSI3aHHOTO C UCIIOJHEHUEM CITYKEOHBIX 00S3aHHOCTEH.

2.3. Vrpo3sl He NpeIHAMEPEHHBbIX IeHCTBUH TMOJb30BaTeNiell W HapyleHuil Oe30macHOCTH
dynakuonnposanus UCITIu u C3I1/IH B ee coctaBe n3-3a cOOEB B MPOTrPaMMHOM OOECIICUEHUH, a TAKKE
OT yrpo3 HeaHTpomoreHHoro (cOoeB ammapaTypbl H3-3a HEHAASKHOCTH 3JIEMEHTOB, CcOOeB
3JNIEKTPONUTAHMSA) U CTUXUHHOTO (yAapOB MOJIHHIA, TIOKapOB, HABOAHEHUH H T.I1.) XapakTepa.

2.3.1. VTpara kjro4eit u aTpudyTOB AOCTYMA;

2.3.2. HempennamepenHas moaudukamnys (yHUUTOXKEHHE) HHPOPMALIUK COTPY THUKAM,

2.3.3. HenpenHaMepeHHOE OTKJIFOUEHUE CPEACTB 3aLUTHI,

2.3.4. Bexog u3 CTpOs anmnapaTHO-NPOrPAMMHBIX CPENCTB;

2.3.5. Cboii cucTeMbl 3JIeKTPOCHAOKEHHUS,

2.3.6. Ctuxuitnoe Oencraue.

2.4. Yrpo3el IpeIHAMEPEHHBIX NEUCTBUI BHY TPEHHUX HAPYILIUTEIIEH.

24.1. Hoctyn k wunH(popmManmy, MomupUKaLMs, YHHYTOXKEHUWE JIHML, HE [OMYyINEHHBIX K €e
obpaborke;

2.4.2. Pasrnamenue nHGpOpMauuy, MOAU(PHUKALINS, YHHUTOXKEHUE COTPYIHIUKAMH, OIYIIEHHBIMHU K
ee oOpaboTke.

2.5. Yrpo3bl HECAaHKLIMOHUPOBAHHOIO IOCTYTIA MO KaHajaM CBSI3H.

2.5.1. Vrposa «Ananmu3 cereBoro Ttpaduka» C mnepexsatom nepenaBaemoirt w3z MCII[AH wu
MPUHUMAEMON 13 BHEIIHUX ceTel WH(PpOpMAIUU:

2.5.1.1. IlepexBar 3a nepeaenamMu ¢ KOHTPOJUPYEMOH 30HBI,

2.5.1.2. Ilepexsat B npenesiax KOHTPOIUPYEMOH 30HbI BHEITHUMH Hapy LIUTENSIMH;

2.5.1.3. Ilepexsat B penesax KOHTPOIUPYEMOH 30HbI BHY TPEHHUMH HAPY LIUTEIISIMH.

2.5.2. Yrpos3bl CKaHMPOBaHWs, HANPABJICHHbIC HA BBbIABJICHUE TUINA WU TUIIOB MCIOJBb3YEMBbIX
OTEPAIMOHHBIX CHCTEM, CeTeBbIX anpecoB padoumx cranuuid WMCIIJH, TOMONOTHMH CETH, OTKPBITHIX
MIOPTOB U CIY KO, OTKPBITBIX COSAMHEHUH H Ap.

2.5.3. Yrpo3sl BeIABJICHUS NAPOJIEH MO CETH.

2.5.4. Yrpossl HaBsI3bIBaHKE JIOXKHOTO MApPILIPYTa CETH.

2.5.5. Yrpo3sl OAMEHBI JOBEPEHHOTO OObEKTa B CETH.

2.5.6. Yrpo3sl BHenpeHus JoxxHOro oObekta kak B MCII/IH, Tak ¥ BO BHEIIHUX CETSIX.

2.5.7. Yrpossl Tina «OTkas B 00CIy)KMBaHUWY.

2.5.8. Yrpo3sl yoajieHHOro 3amyCcKa MPUIOKEHUH.

2.5.9. Yrpossl BHEAPEHUs 1O CETH BPEAOHOCHBIX MPOrPaMM.

5. S BepositHocTh peanusanun YBII/In

ITon BEpPOATHOCTHIO peaNU3ali yIrPO3bl TMOHUMAETCS ONPENeIsieMblil SKCIEPTHBIM IyTeM
MOKa3aTesb, XaPaKTEPU3YIOIUH, HACKOJIBKO BEPOSITHBIM SIBIIETCS peajn3alvs KOHKPETHOH yrpo3bl
6ezonacuoctu [T/ aus UCIT/IH B CKIaABIBAIOIIMXCS Y CIOBHSIX OOCTaHOBKH.

Uuncnosoit kosdduument (Y2) Asl OLEHKH BEPOATHOCTH BO3HUKHOBEHUS YTPO3bI ONMPENEISIETCS 110
4 BepOanbHBIM IpagalusiM 3TOTO ITOKA3ATEIS:

MAJIOBEPOSITHO - OTCYTCTBYIOT OOBEKTHBHBIE MTPEATIOCHIIKH JIJIsl OCyIIecTBIeHUs yrpo3sl (Y2 = 0);

HHU3KASl BEPOSITHOCTh — OOBEKTUBHBIC MPEANOCBUIKH Ui PEaH3allid YIPo3bl CYIIECTBYIOT, HO
NPUHATBIE MEPBI CYIIECTBEHHO 3aTPYAHSIOT ee peanm3anmto (Y2 = 2);

CpeaHsisi BEPOSITHOCTb — OOBEKTHUBHBIEC MPEANOCHUTKN U PEaU3aliyl YIPO3bl CYIIECTBYIOT, HO
NpUHATBIE MephI oOecnieuenns Oe3onacHocTr [1/1H HenoctaTounsl (Y2=5),

BBICOKAasl BEPOSITHOCTh — OOBEKTUBHBIE MPENNOCHUIKH I PEATU3alUN YIPO3bl CYLIECTBYIOT U
Mepsl 1o obecrieuenmto OezonacHocty [1/1H e npunsTe! (Y2= 10).



5.5.1 ¥Yrpo3sl yreukn HH(POPMALHHU N0 TEXHHYECKUM KaHAJIAM
5.5.1.1 Yrpo3bl yTeukHn akycTu4ueckoi (peueBoii) HH(popManuu.
Bo3HuKHOBEHHE yrpo3 yTEUKH AaKyCTHUECKOW (peueBoil) uHPOpMALMM, COAEpIKaIIercs
HETNOCPENCTBEHHO B mpousHocumon peun monws3oBatens MCIIIH, npu obpaborke [T/l B UCIIH,
BO3MOYKHO Tipu Hajuuuu QyHKiui rojocosoro Beoga [1/{n B MUCII/{H unu GyHKIMIA BOCTpOU3BENEHUS
ITdn axyctuueckumu cpeacrsamu UCITH.
B WUCII[dH ¢yukmum romocoBoro BBoma IIJlH wmu  ¢yHKouu BOcmpoussenenus LIJIH
aKyCTUYECKMMHU CPEICTBAMU OTCYTCTBYHOT.
BeposTtHOCTh peanusannu yrpo3sl — MAJ0BEPOSITHA.

5.5.1.2 ¥Yrpo3sl yreuku BUA0BOH HHpOpPMALIHH.

Peanmzaums yrpo3bl yTedku BUAOBOH MH(POpPMAIMKA BO3MOYXKHA 3a CUET MPOCMOTpa HH(POpMAaLUH ¢
MOMOIIBI ONTHYECKUX (ONTHKO-3JIEKTPOHHBIX) CPEACTB C 3KPAHOB IUCIUIEEB U JPYTHX CPENICTB
OTOOpaKEHHsI CPENCTB BBIMUCIUTENBPHOW TEXHUKH, HH()OPMALMOHHO-BBIUHUCIUTENBHBIX KOMILJIEKCOB,
TEXHUYECKHX CPeACTB 00paboTku rpaduyeckoil, Buaeo u OyKBeHHO-IU(PPOBOH HHPOPMALNH, BXOISIINX
B coctaB UCII/IH.

Ha oxHax WCHONB3YIOTCS JKalF03W U 3aHaBeCKH. JlOCTynm MOCTOPOHHUX JIMI B TOMEIIEHHsS, B
KOTOpBIX npomn3Boautcs odpadorka I1/IH, orpanmnues.

BeposiTHOCT peanu3aunu yrpo3sl — MaJIOBEPOATHA.

5.5.1.3 Yrpo3sbl yreukn nngpopmanuu no kanajaam I MHUH.

Yrpo3bl yreuku uwHpopMaumu mo kaHany [IOMUH, BO3MOXHBI M3-3a HAJIWYUS TMapa3HUTHBIX
3JIEKTPOMAarHUTHBIX U3nyueHult y anementos MCIT/H.

VYrposa yreukn wunHbpopmanuu, copepxkamedi I[1/ln, nmo kanamy IIOMHWH Bo3MoOxHa, 3a cuer
nepexBaTa TEXHUYECKMMHU CpEICTBAMHU pa3BeAKU 3a Mpenesamu KoHTposnupyemoi 3oHel IIOMMH,
BO3HHUKaOIMX mnpu obOpadorke IIJIH cpencrBamu BerumcnurenpHoil TexHuku MCII[An. Hamnbonee
OIACHBIM PEKUMOM PabOThI CPEICTB BBHIUNCIUTENBHON TEXHUKH SIBJIIETCS] BBIBOA MH(OPMALIH HA SKPaH
MOHHTOpPA aBTOMATH3UPOBAHHOTO pabodero mecrta oneparopa (monb3osaress) UCIT/H.

Onementsl UCIIJIH HaxoaaTCs B caMOM LIEHTPE 3aHUsl U DKPaHUPYIOTCS HECKOJIbKUMHU HECYIIIUMHU
CTeHaMM, U Mapa3UTHBII CUTHAI MaCKUPYETCsl C MHOXKECTBOM APYTHX Mapa3UTHBIX CUTHAJIOB 3JIEMEHTOB,
He Bxoasmux B UCITJIH.

BeposTHOCTE peanusanuu yrpo3sl — MAJOBEPOSTHA.

5.5.2. ¥Yrpo3bl HeCAHKIIMOHHMPOBAHHOIO 10CTYNA K HH(popMannu
Peammzaums yrpos HCJl k mHbOpMau MOXKET MPUBOIUTE K CIEAYIOLUIUM BHIAM HapyLICHHS €€
6e30macHOCTH:
- HApYIIEHUIO KOH(PUACHIINATLHOCTU (KOTTHMPOBAHHUE, HEMTPABOMEPHOE PACIPOCTPAHEHHE);
- HapyIlICHHUIO [EeJIOCTHOCTH (YHUYTOXKEHUE, U3MEHEHHE),
- HapyIlICHHUIO 1OCTyTHOCTH (OJIOKHPOBaHUE).

5.5.2.1 Yrpo3bl yHuuToKeHus1, Xuenusi annapatuoix cpeacts UCIIAH, HocuTeei
uHpopManuu nytTem (pusuyeckoro aocryna k jiemenram UCI/{n

Kpaosica II9BM.

Onementer HCIIJIlH CoBera nemyTaToB HaxoOmATCs B IOMEIIEHHH M OOCIY>KUBAIOTCS
Anmunuctpanueii Bauckoro MmyHuunansHoro okpyra Hiskeropoackoit odnactu.

VYrposa ocywmectsisiercst nyteM HCJI BHEITHUMU U BHYTPEHHUMH HapyLIMTENSIMU B TOMELIEHUSX,
rae pacnonioskeHbl 3emeHTs UCIT/IH.

B Anmvunuctpaumu Bauckoro myHunumnaibHOro okpyra Hmkeropoackoit obmactu (manee —
aZIMAHUCTpAIHs) BBEIEH KOHTPOJb HocTyna. Koy oT cepBepHOro MOMEIEeH s yUPEKACHUsT XPAHATCS
y CHCTEMHOT0 agMHUHHCTpaTopa. KaOnHeTh mosp30BaTesei 3amuparoTes] Ha KITFOUH.

BeposTHOCTB peanuzanyy yrpo3bl — MaJIOBEepPOSAITHA.

Kpaoswca nocumeieit unpopmayuu



VYrposza ocymectsisiercs nyreM HCJl BHEIIHMMM M BHYTPEHHUMH HApYIIUTEISIMU K HOCUTENSAM
uHpopmauuu. B pesynbraTte BO3MOXKHO HECAHKIMOHHPOBAHHOE KOIUPOBAHHE pPAa3/EJIOB CHCTEMBI
XPaHEHHUsl JaHHBIX IITATHBIMU CPEACTBAMH Ha CheMHbIE YCTPONCTBA XpPaHEHHS.

B AnMuHucTpanuu BBEAEH KOHTPOJIb JocTymna. Kiroun OT cepBepHOro MOMEINEHUs YUPEKASHUs
XPaHATCS Y CHCTEMHOTO aAMHUHUCTpaTopa. KaObuHeTsl mosp3oBaTeseil 3anuparoTcs Ha KII0Ud. XpaHeHue
HOCHTEJIEH OCYLIECTBIISIETCS B cetide.

Hoctyn k Texarueckum cpencrsam UCII/IH npu obcny KuBaHUN BO3MOXKEH TOJIBKO O] KOHTPOJIEM
CO CTOPOHBI CHCTEMHOTO anMuHucTparopa. [lepenocuHbie kommbroTepsl 11t odbpadborku [T/IH 8 UCIIJIH
HE UCIOJIb3YHOTCS.

BeposTtHOCTh peanusannu yrpo3sl — MAJ0BEPOSITHA.

Kpaorca knroueit u ampubymoe oocmyna.

VYrposa ocymectsisiercs nyteM HCJI BHEITHUMU U BHYTPEHHUMH HapyLIMTENSIMU B TOMELEHUSAX,
r7ie MPOUCXOANT paboTa MOJIb30BATENEH.

B AnMuHucTpanuu BBEAE€H KOHTPOJIb JOCTymna. Kiroun OT cepBEepHOro MOMEINEHUs YUPEKASHUs
XPaHATCS y CUCTEMHOTO aAMHHHUCTpaTopa. KaOMHEThI Mob30BaTesei 3auparoTCes Ha KITFOYH.

BeposTHOCTE peanu3anuu yrpo3sl — MAJOBEPOSITHA.

Kpaoswcu, mooupukayuu, ynuumosrcenus ungopmayuu

VYrposa ocymectsisiercss nytéM HCJI BHEITHUMU U BHYTPEHHUMH HapyLIMTENSIMU B TOMELIEHUSX,
rie pacmnonioskensl 35ieMeHTol UCIT/IH v cpeacTBa 3auThl, a TaKKe MPOUCXOIUT padoTa MOJIb30BATEICH.

B AnMuHucTpanuu BBEAE€H KOHTPOJIb JocTymna. Kiroun OT cepBEpHOro MOMEINEHUs YUPEKASHUs
XPaHATCS y CUCTEMHOTO aAMHHHUCTpaTopa. KaOMHEThI Mop30BaTeseil 3aMuparoTCesl Ha KITFOYH.

BeposTHOCTE peanusannu yrpo3sl — MAJOBEPOSITHA.

Bb1600 u3 cmpos y3noe II3BM u kananoe ceasu

VYrposza ocyuectsisercs nyteM HCJI BHEIIHMMU U BHYTPEHHUMU HApyLIUTENMU B IOMELICHMUS,
rae pacnosioskeHbl 3jeMeHTsl UCIT/IH 1 mpoxomsT kaHaJbl CBS3H.

B AnMmuHucTpanuu BBEAE€H KOHTPOJb HocTyma. Kiltoun OT cepBepHOro MOMEILIEHUs YUPeKASHUs
XPaHATCS y CUCTEMHOTO aAMHHHUCTpaTopa. KaOMHETHI Mosb30BaTeseil 3auparoTCes Ha KITFOYH.

BeposTHOCTE peanu3anuu yrpo3sl — MAJOBEPOSITHA.

Hecanxkuyuonuposannoe omiiloueHue cpeocmes 3auiunisl.

VYrposa ocymectsisiercst nyteM HCJI BHEITHUMU U BHYTPEHHUMH HapyLIMTENSIMU B TOMELEHUSAX,
rae pacnoyiockeHsl cpenctsa 3amutsl MCIT/IH.

B AnMuHucTpanuu BBEAE€H KOHTPOJIb JocTymna. Kiroun OT cepBEpHOro MOMEINEeHUs YUPEKASHUs
XPaHATCS y CUCTEMHOTO aAMHHHUCTpaTopa. KaOMHEThI mob30BaTeseil 3auparoTCes Ha KITFOUH.

Bo3MoxxHOCTH  OTKJIFOUEHUs WM u3MeHeHus: HacTpoek C3M monbp3oBateneM 3ampelieHa.
Hacrtpoiika cpencrB pasrpanuueHusi poctyna k pecypcam HCIIJIH mpousBOAUTCS CHCTEMHBIM
AAMUHUCTPATOPOM.

BeposTHOCTE peanusanuu yrpo3sl — MAJOBEPOSITHA.

5.5.2.2 Yrpo3bl xuieHns, HeCAHKIUOHUPOBAHHON MoauduKauuy UIH 0JTOKHPOBAHHUS
HH(pOpMALHH 32 cUeT HecaHKIHOHHpoBaHHOro noctyna (HC/I) ¢ npuMeHeHHeM porpaMMHO-
annapaTHbIX M NPOrPAMMHBIX CPeICTB (B TOM YHCJIe IPOrPAMMHO-MATEMATHYECKUX

BO3/eHCTBHIA).
Jleiicmeus epedonocnbvix npozpamm (eupycos).
IIporpaMMHO-MaTeMaTUUECKOE BO3JCHCTBUE — O5TO BO3ACHCTBHE C MOMOULIBIO BPEIOHOCHBIX

nporpamm. [IporpamMmoil ¢ NOTEHUHUAILHO OMACHBIMU MOCJIEACTBUSMHU WM BPEAOHOCHON MPOrpaMMoii
(BUpyCOM) HA3BIBAIOT HEKOTOPYIO CAMOCTOSTENBbHYIO mporpamMmy (Ha0Op WHCTPYKLHIA), KOTOpas
CHOCOOHA BBITIOIHATD JIF000€ HEMYCTOE MOAMHOXKECTBO CIEAYIOMHX (PyHKLNHA:

- CKpBIBATh MPU3HAKN CBOETO MPUCYTCTBHS B MIPOrPAMMHOM Cpeie KOMIIBIOTEpa,

- obOnamate CHOCOOHOCTBIO K CaMOAYOJMPOBAHHIO, ACCOLMHPOBAHUIO ce0s C APyTUMHU
nporpaMMamMu U (MJIM) MEPEHOCY CBOUX (PparMEHTOB B WHbBIE OOJACTHM OMEPATUBHOW WJIM BHEIIHEH
NaMsATH,

- pa3py1aTh (UCKaXkaTh MPOM3BOJIBHBIM 00pa30M) KOJ IIPOTPaMM B ONIEPATUBHON MAMSITH;

- BBINOJNHATh 0€3 MHULUUPOBAHHUS CO CTOPOHBI MOJIb30BaTENs (TIOJIB30BATENBLCKON MPOTrpaMMBbl B
IITATHOM pEXHME €€ BBIIOJHEHUS) HeCTPYKTUBHblE (YHKIMHM (KONHUPOBAHMS, YHHYTOXKEHUS,
OJIOKMPOBAHUS U T.11.);



- COXpPaHATh (pparMeHThl HHPOPMALNN U3 ONEPATHBHON MaMATH B HEKOTOPBIX OOJIACTSIX BHEIIHEH
NaMSATH TIPSMOTO AOCTyMA (JJOKAIBHBIX WJIH YIAJIEHHBIX);

- UCKa)KaThb MPOU3BOJIbHBIM 00pa3oM, OJOKMPOBATh U (MIJIM) MOIMEHSTH BBIBOIUMBINA BO BHELTHIOKO
NaMsATh WIH B KaHAJ CBS3M MacCHB MH(pOpMAINK, OOpa30BaBLIMICS B pe3yjbTaTe paboThl MPUKIIAIHBIX
NPOTPaMM, HJTH YK€ HAXOMSALINECs BO BHEIIHEH MaMsATH MaCCUBBI TAHHBIX.

B Cosere penyrtatoB Ha Bcex oaneMmeHtax WCII[lH ycraHOBIEeHa aHTUBHUPYCHAas 3alluTa,
MIOJIb30BATENH IPOMHCTPYKTUPOBAHBI O Mepax MPEAOTBPALIEHHS BUPYCHOTO 3aPaXKSHHUSI.

BeposiTHOCTD peanu3aunu yrpo3bl — AG/IA€HICA HUIKOU.

Heoexnapuposannsie so3modcnocmu cucmemnozo 110 u 110 ona obpabomku nepconHanbHbix
OUHHBIX.

HenexnapupoBaHHbIe BO3MOXHOCTH — (PYyHKIIMOHAIBbHBIE BO3MOXKHOCTH CPEICTB BBIYUCIHTEIBHOM
TEXHUKH, HE ONMMCAHHBIE M HE COOTBETCTBYIOLINE OMMCAHHBIM B TOKYMEHTALMH, TIPU HCIIOJB30BAHUU
KOTOPBIX ~ BO3MOXKHO  HapyLIeHHe  KOH(PUACHIMAIBHOCTH, JOCTYHMHOCTH WM  LEJOCTHOCTH
oOpabarbiBaeMOl HHPOPMALHHL.

BeposiTHOCTD peanu3any yrpo3bl MOBBIIASTCS:

- TIPY yBEJIMUYEHUH 3JIEMEHTOB, B TOM 4Hclie porpammuoro obecrnedenus, UCIT/IH;

- TIPY YBEJIMUYEHUN YHCIIa (YHKIHOHAIBHBIX CBS3EH MEXKIY 3JIEMEHTAMH,

- HAJIMYUU TIOAKJIFOYSHHSI K ceTsiM 0o0IIero noctymna 1 (UiIn) MexXay HapOTHOrO OOMeHa.

OO6o00uIeHHBII CIIICOK BEPOSITHOCTH peannu3aunu yrpo3 i pasubix Tunos UCI/H npeacrasieH B
Tabmmue 5.

Tabmuna 5
Koag¢. BeposTHOCTH
Tun UCITdn Beposrrocts peai)l?saulfn yIrpo3bl
peanu3alnuu yrpo3bl
HapYLIUTEIEM

AptonomHast UC I tuna MaJIOBEPOSITHASI 0
Apronomuas UC 11 Tumna MaJIOBEPOSITHASI 0
AstonomHas MC 11l Tuna MaJIOBEPOSTHAS 0
AptonomHas UC IV tuna MaJIOBEPOSITHASI 0
AstoHomHast UC V tuna MaJIOBEPOSTHAS 0
AptonomHas UC VI tuna MaJIOBEPOSITHASI 0
JIMC I Tumna MaJIOBEPOSTHAS 0
JIMC 11 Tuna HU3Kasi 2
Pacnpenenennas UC 1 Tumna HU3Kasi 2
Pacnipenenennas UC 11 Tuna HHU3Kas 2

B cnyuae ecniu B 00paboTke mepcoHANbHBIX AaHHBIX y4acTByeT [10 coOcTBEHHOM pa3pabOTKu Uin
crarnaptaoe 110, nopaboTaHHOE MO HY KBl YIPEKACHHUS, TO CJIEAYET MOBBICUTh 3HAYEHHUE BEPOSATHOCTH
peanu3aluuu yrpo3bl:

- st Bcex Tunos UCII/H, kpome ABroHomHas MC 1 Tuna, Ha mopsaok;

- nus Pacnipenenennoit MC Il Tuna Ha nBa nopsiaka.

B nannom cnyuae paccmarpuBaercs JlokanpHas MC 11 Tuna.

BeposaTtHOCTE peanusanuu yrpo3bl — IBJASETCS HU3KOH.

Yemanoexa I10, ne cea3annozo ¢ UCHOIHEHUEM CLYIHCEOHBIX 00A3AHHOCHEN

VYrposza ocyliecTBisieTcsl IMyTeM HeCaHKLUOHHWpoBaHHON ycrtaHoBku IIO  BHyTpeHHUMHU
HAPYIIUTENSIMH, YTO MOXKET TPUBECTH K HAPYLICHUIO KOH(PUACHIUMAIBHOCTH, LEJIOCTHOCTH U
nocrynHocTty Beerh UCIIJIH nnu ee 371eMeHTOB.

B Cosere nenyTaToB BBENEHO pa3rpaHUYEHUE IpaBaMu MoJsib3oBarenedl Ha ycrtaHoBky IO u
OCYILIIECTBJIIETCS] KOHTPOJIb, NIOJIb30BATENH TPOUHCTPYKTHPOBAHbI O MOJNUTHKE ycTaHoBKU [10.

BeposTHOCTB peanuzanuu yrpo3bl —~MaJi0BepOsiTHA.

5.5.2.3 Yrpo3bl He npeqHaMepeHHBIX JeHCTBHI M0Jb30BaTe el U HApYIIeHHH 0e30MacHOCTH
¢pyaxuuonnposanus UCIH /A n u C311/1x B ee cocTaBe n3-3a c60eB B MPOrpaMMHOM 00ecTeueHHH, a
TAKIKe OT YIPO3 HEAHTPONOreHHOro (c00eB annapaTypbl H3-3a HEHA/1e’KHOCTH 3JIEMEHTOB, c00eB
3JIEKTPONHUTAHUSA) U CTHXHHHOIO (Y1apOB MOJIHMH, 10’KAPOB, HABOAHEHMI U T.Il.) XapakTepa.



Ympama xkioueit u ampubymoes oocmyna.

Yrpo3a MOKET OCYIIECTBIISATbCS 3a CYeT uejoBeueckoro ¢akropa monb3osareneii MCIIIH,
KOTOpbIE HApYINAOT MOJOXKEHHs MAapOJbHON IMOJUTHKH B YacTH MX CO3MaHUS (CO3MAIOT JIETKUE WIIH
NyCThIE TAPOJIM, HE MEHSIOT MapoJM MO HUCTEUEHHH CPOKA WX KU3HH WJIM KOMIPOMETALMH U T.IL) H
XpaHeH!s! (3aIUCHIBAIOT MApOId Ha OyMa)kHbIE HOCHUTEIH, NMEPENat0T KIFOUU JAOCTYIA TPETbUM JIULAM U
T.I1.) UJI HE OCBEIOMJICHBI O HUX.

B Cogere nenyTtaToB BBEnEHa MapoJibHAsl MOJUTHKA, MPENyCMaTPUBAIOIIAsT CJIOXKHOCTh MApoJs U
NEPUOTUYECKYI0 €r0 CMEHY, BBEIEHA MOJUTHKA «YHCTOro CToNay. I1oap30BaTen MpOMHCTPYKTHPOBAHBI
O MAPOJIbHOM MOJIUTHKE U O NEHCTBHSIX B CIIydae yTPaThl IIH KOMITPOMETALIUH MTapOJICH.

BeposTHOCTE peanusanuu yrpo3bl — sIBJASIETCS HU3KOIM.

Henpeonamepennan moouukayus (yuuumosrcenue) ungopmayuu compyoHuKom.

Yrpo3a MOKET OCYIIECTBIISATbCS 3a CYeT uejoBeueckoro ¢akropa monb3osareneii MCIIAH,
KOTOpbIE HApyIIAKOT MpaBmiIa paboThl ¢ KOH(PUACHINAIBHOW HHpOpMaLueH.

ITepen Hawanmom paboOThl KakKIbll Mob30BaTeNb u3y4daer MHCTpyKkuuio monb3oBatens. B Cosere
IEMyTaTOB OCYINECTBJISIETCSI pe3epBHOE KommpoaHue oOpabareiBaembix [IJIH, monb3oBaTenu
NPOMHCTPYKTUPOBaHb! 0 padote ¢ UCIT/IH.

BeposiTHOCT peanu3aunu yrpo3sl — MaJIOBEPOATHA.

Henpeonamepennoe omxjiouenue cpeocms 3auiuml

Yrpo3a OCyIIecTBisieTcss 3a CueT IEHCTBUS uenoBedeckoro ¢akropa mnosbzoBatenein MCIT/H,
KOTOpbIE HAPYLIAOT MOJOXKEHUs NMPUHATHIX npaBui padotel ¢ MUCII/IH 1 cpencrBamMu 3aimuThl MIH HE
OCBEIIOMJIEHBI O HUX.

BBeneH KOHTPOJBb [OCTyma B KOHTPOJUPYEMYHO 30HY, [BEPH 3aKPbIBAIOTCA HA 3aMOK,
OCYILECTBIISIETCS pa3rPaHUUYEHUE NOCTyIa K HACTPOHKAM PEKUMOB CPEINCTB 3AIUUTHI, IMOJB30BATEIH
MPOUHCTPYKTUpOBaHbI 0 padore ¢ UCIIH,

BeposiTHOCT peanu3annu yrpo3sl — MaJOBEPOSITHA.

Bbixo0 uz cmpos annapamuo-npozpammusix cpeocms

VYrpo3a OCyILIECTBIACTCSl BCICACTBHE HECOBEPLISHCTBA aNMapaTHO-MPOrPAMMHBIX CPEICTB, H3-32
KOTOPBIX MOKET MPOUCXOUTH HAPYIIEHUE LEJIOCTHOCTH U TOCTYITHOCTH 3AIIHUIITAeMON HH(POPMALIHH.

Ocy1ecTBisieTcs: pe3epBHOE KOMMPOBAHUE UH(OPMALTHH.

BeposiTHOCT peann3annu yrpo3sl — MaJOBEPOSITHA.

Cooit cucmemut 31eKmMpOCHAdICEHUN

VYrpo3a OCyLIECTBIICTCSl BCICACTBUE HECOBEPILIEHCTBA CHUCTEMBI HJIEKTPOCHAOKEHHS, H3-32 4ero
MOYKET MPOUCXOUTD HAPYIIEHUE LEJIOCTHOCTH U JOCTYITHOCTH 3aIIHUIITAeMON HH(POPMALTHH.

Ko Bcem kmoueBbsiM snementaM MCII/IH mopkmo4yeHsl UCTOUHUKK OecniepeOOMHOro mUTaHus U
OCYILECTBIISIETCS PE3EPBHOE KOMUPOBAHUE HH(POPMALHHL.

BeposiTHOCT peann3annu yrpo3sl — MaJOBEPOSITHA.

Cmuxuitnoe 6edcmeue

YTpo3a OCyIIeCTBIIIETCS BCISICTBUE HECOOMIOEHHS Mep MOXKapHOH 0€30MmacHOCTH.

YcTaHOBNIEHA TOXKApPHAs CUTHATM3ALMS, IOJb30BATENH NPOMHCTPYKTHPOBAHBI O JACHCTBHUSX B
CJlyuae BOSHUKHOBEHHS BHEIITATHBIX CUTYALHH.

BeposiTHOCT peann3annu yrpo3sl — MaJOBEPOSITHA.

5.5.2.4 ¥Yrpo3el npeaHAMEPEHHBIX AeHCTBUH BHYTPEHHUX HAPYIIHTEaeH

Jlocmyn k ungpopmayuu, mooudurauusn, ynuumosicenue iy, He OORYUEHHBIX K ee 00pabomke

VYrposza ocymectsisierca nyreM HCJ BHeIIHUX HapylLIiuTesnedl B MOMEIIEHUs, TI€ PacloOKeHbl
snementsl UCIT/IH 1 cpencTBa 3aluThl, a TaKKe MPOUCXOAUT padoTa Mojp30BaTeseh.

BBeneH KOHTPOJIb AOCTyNA B KOHTPOJIUPYEMYIO 30HY, IBEPH 3aKPBIBAIOTCS HA 3aMOK.

BeposiTHOCT peanu3annu yrpo3sl — MaJOBEPOSITHA.

Pazeramenue ungopmayuu, moouduxayus, yHuumosrceHue compyoHuUKaAMu OONywleHHbIMU K
ee obpabomke

Yrpo3a oCymecTBisieTcss 3a CueT IeHCTBUSI uenoBedeckoro ¢akropa mosbzoBatenein MCIT/H,
KOTOpBIE HAPYyIIAIOT MOJOXKEHUS O HepasriaeHnu oopabaTeiBaeMoil HHOPMALIUY HIIK HE OCBEIOMIICHBI
O HUX.

ITonb3oBaTe I OCBEIOMIICHBI O MOPSAKE pabOTHI ¢ MEPCOHATBHBIMI TAHHBIMH, a TAKXKE TIOATIHCAIIH
Cornamienue o HepasIJalIeHUH.



BeposaTtHOCTE peanusannu yrpo3bl — IBJASETCS HU3KOH.

5.5.2.5 ¥Yrpo3n! HeCAHKIIHOHUPOBAHHOIO A0CTYIA N0 KAHAJIAM CBSI3H

B coorBerctBuu ¢ «TumoBoii Momenblo yrpo3 0€30MacHOCTH MEPCOHANBHBIX —JAHHBIX,
obpabarbBaeMbIx B pacnpeneneHabx MCII/IH, nMeromux moaKIOYeHne K CeTsIM O0IIEero Mmoib30BaHMs
U (W1M) MEeKAyHapOIHOro MHpopMarMoHHOro odmeHa» (1. 6.6.ba3oBoit Momenn yrpo3 Ge3omacHOCTH
NEePCOHANBHBIX JAHHBIX NMPH UX 00paboTke B MH(POPMAIMOHHBIX CHCTEMAX IEPCOHANBHBIX TAaHHBIX,
yTBep:kneHHOH 3amectureneM aupekrtopa @CTIK Poccunm 15 despans 2008 r.), mma UCITJH MoxHO
paccMaTpuBaTh CHEAYIOIIME Yrpo3bl, peaju3yemble C HCIOJIb30BAHUEM IPOTOKOJIOB MEXKCETEBOro
B3aUMOMEUCTBUS:

- yrpo3a « AHanu3 cereBoro tpaduka» ¢ nepexsaroMm nepenasaemoii n3 UCII/IH n npuHUMaeMoi
U3 BHEIIHUX ceTel nHpopmauy,

- YIpo3bl CKAaHMPOBAHMs, HalpaBlIeHHblE HA BbIABJIEHHE THUMA WJIM THUIIOB HCIOJIb3YyEMbIX
OTEPAIMOHHBIX CHCTEM, CeTeBbIX anpecoB padoumx cranuuid HMCIIJIH, TOMOJOTHH CETH, OTKPBITHIX
MOPTOB U CIY KO, OTKPBITBIX COSAMHEHUH | Ap.;

- Yrpo3bl BbISIBJICHUs NTApOJieil Mo ceTu;

- Yrpo3bl HaBsI3bIBAHHUE JIOXKHOTO MapLIpyTa CeTH,;

- YIpO3bI MOIMEHBI TOBEPEHHOT'O OOBEKTa B CETH,

- Yyrpo3bl BHeApPeHHs JOKHOT0 0ObekTa Kak B MCII/IH, Tak 1 BO BHEIIHUX CETSIX;

- yrpo3bl Thna «OTkas B 00CIy KMBaHUNY

- Yrpo3bl YIaJ€HHOI'O 3aIlyCKa NPUJIOKEHUI],

- YIrpo3bl BHEAPEHUS IO CETH BPEJOHOCHBIX MPOTrpaMM.

Yepoza «Ananuz cemeesozo mpagduka»

Ota yrposza peanusyercs ¢ MOMOLIBI0 CIIEHUANbHON MpOorpamMMbl-aHaIn3aTopa naketros (sniffer),
NepexBaThIBAIOIEH BCE IMAaKeThl, NepefaBaeMble MO CErMEHTY CeTH, W BBIENANLIeN cCpeau HUX Te, B
KOTOPBIX NEPeNarTCs HACHTH(PHUKATOP TMOJB30BATENS U €ro mapojib. B Xome peanusaliyl yrposbl
HapyLIUTENb!

- u3y4aer joruky padorel UCII[IH — TO €CTh CTPEeMUTCS] MONYyYUTh OJHO3HAYHOE COOTBETCTBHE
COOBITHH, MPOUCXONALINX B CHUCTEME, M KOMAaHJ, IEPEChUIAEMbIX INPU 3TOM XOCTAMH, B MOMEHT
NOSIBJICHHUSI NTaHHBIX COOBITHHA. B nmanpHeHIIeM 3TO MO3BOJSET 3JIO0YMBIIUICHHUKY HAa OCHOBE 3aJaHMs
COOTBETCTBYIOIIUX KOMaH] IOJy4YUThb, HAIIPUMEpP, NMPUBUJIETUPOBAHHbIE NpaBa Ha AEICTBUS B CHUCTEME
WM PacIIPUTh CBOU MOJHOMOUMS B HEH;

- TIEpEXBATHIBAET MMOTOK NEPENaBaEMbIX JAHHBIX, KOTOPBIMU OOMEHHBAIOTCSI KOMIIOHEHTBI CETEBON
OTEPALIMOHHON CHUCTEMBI, JIsl U3BJICUEHUS] KOHPUACHIMAIBHOW HITH UAEHTU(UKALTMOHHON HH(pOpMaIu
(HampuMep, CTATHYECKUX MapoJiel Moib30BaTeNell i MOCTyNa K yOAJeHHBIM XOCTaM IO MPOTOKOJIaM
FTP u TELNET, He npenycMaTpuBaromux muppoBaHUE), €€ MOIMEHBI, MOTU(PUKALIUHN U T.II.

Ilepexsam 3a nepedenamu KOHMPOIUPYEMOIL 30HbL.

Ecm B CoBere nemyratoB oOpabarbiBaemble IIJI[H He mnepechUtaroTCss MO CeTsIM  OOLIero
MOJIb30BAHUSL M MEXIYHAPOAHOro OOMEHa, TO BEPOSTHOCTh pEAN3aldd YIPO3bl — SIBJISIETCS
MAJIOBEPOSITHOM.

Bo Bcex napyrux ciyuasix OJDKHA ObITh OLIEHEHA BEPOSITHOCTD PEaTU3aLiH YTPO3bL.

OO600uIeHHBII CIIICOK BEPOSITHOCTH peannu3aunu yrpo3 i pasubix Tunos UCII/H npeacrasieH B
Tabmmue 6.

Tabmuna 6
Koag¢. BeposiTHOCTH

BeposataocTs bd. sep

Tun UCITdn peanusaluy yrpo3bl

peanu3alnuu yrpo3bl
HapyLIUTEIEM

AptonomHast UC I tuna MaJIOBEPOSITHASI 0
Asronomuas UC 11 Tumna HU3Kasi 2
AgronomHasi UC 111 Tuna MaJIOBEPOSITHASI 0
AstonomHas UC IV tuna HU3Kasi 2
AptoHomHas UC V tuna MaJIOBEPOSITHASI 0
AstonomHast UC VI tuna HU3Kasi 2
JIMC I Tumna MaJIOBEPOSTHAS 0




JIMC 11 Tuna HU3Kasi 2
Pacnpenenennas C 1 Tuma MaJIOBEPOSITHAsI
Pacnpenenennas MC 11 Tumna HU3Kasi 2

o

B nawewm cnyuae, npennonaraercs JlokaneHas MC Il Tuna.

BeposTHOCTE peanusannu yrpo3bl — sIBJASIETCS HU3KOM.

Ilepexsam ¢ npedeniax KOHMPOAUPYEMOILL 30Hbl BHEUWIHUMU HAPYUIUMENAMU

BBeneH KOHTPOIIb OCTYIIA B KOHTPOJIMPYEMYIO 30HY, IBEPU 3aKPBIBAIOTCS HA 3aMOK.

BeposTtHOCTE peanusannu yrpo3bl — MAJI0BEpPOsATHA.

Ilepexsam ¢ npedesiax KOHMPOIUPYEMOIL 30Hbl BHYHIPEHHUMU HAPYHUMETAMU.

BBeneH KOHTPOIIb OCTYIIA B KOHTPOJIMPYEMYIO 30HY, IBEPU 3aKPBIBAIOTCS HA 3aMOK

BeposaTHOCTE peanusanuu yrpo3bl — MAJI0BEPOSAITHA.

Yepoza «Cxanuposanue cemuy» 6 10Ka1bHOU cemu.

CyImHOCTh mporecca peau3aluy yrpo3bl 3aKII0YAETCS B MEpenave 3ampocoB CETEBBIM CIyKOaM
xoctoB MCII/IH u aHanu3e oTBeTOB OT HUX. Llenp — BbIABIEHHE UCMOIb3YEMBIX IIPOTOKOJIOB, TOCTYITHBIX
MOPTOB CETEBBIX CIYXk0, 3aKOHOB (POPMHPOBAHHUS HIACHTU(PUKATOPOB COCAMHEHUH, OIpeneeHue
AKTUBHBIX CETEBBIX CEPBUCOB, MOAOOP UIEHTU(OUKATOPOB WM Tapoyiell moyib3oBarejeil. Peamusamms
TaHHOM yTPO3bl B JIOKAJIbHOH CETH HanboJee BEPOsITHA CO CTOPOHBI BHYTPEHHETO HAPY LIIUTEJIS.

Ecnmu  obOpabGateiBaembie II/lH He mepechbutaloTcss 1O ceTssM  OOIIEro MOJb30OBaHUS |
MEKIYyHapOIHOTO 0OMEHa, TO BEPOSTHOCTD PEATU3aLiH YTPO3bl — ABJIAETCS MAJIOBEPOSITHOM.

Bo Bcex apyrux ciyuasix OJDKHA OBITh OLIEHEHA BEPOSITHOCTD PEATU3aLiH YTPO3bL.

OO600uIeHHBII CITUCOK BEPOSITHOCTH peannu3aunu yrpo3 i pasubix Tunos UCI/H npeacrasieH B
Tabmune 7.

Tabmuna 7
BeposTHoCTh Koadd. BeposTHOCTH
Tun UCITdn peanu3alnuy yrpo3bl
peanu3alnuu yrpo3bl
HapYLIUTEIEM

AptonomHast UC I tuna MaJIOBEPOSITHASI 0
AstonomHas UC Il Tuna MaJIOBEPOSTHAS 0
AstonomHas MC 11l Tuna MaJIOBEPOSTHAS 0
AptonomHuas UC IV tuna MaJIOBEPOSITHASI 0
AstoHomHast UC V tuna MaJIOBEPOSTHAS 0
AptonomHas UC VI tuna MaJIOBEPOSITHASI 0
JIMC I Tuna MaJIOBEPOSTHAS 0
JIMC 11 Tuna MaJIOBEPOSITHASI 0
Pacnpenenennas MC I Tuna MaJIOBEPOsITHAS 0
Pacnipenenennas UC 11 Tuna HHU3Kas 2

CereBoe obopynopanue, npumensiemoe B UCIIJIH, pasmernaercs B CIy:KeOHBIX MOMEMIEHUSX B
npenenax KOHTpoJupyeMmol 30HbL JlOCTynm B cepBEpHblE MOMELIEHUS U TIOMELIEHUs Y3JIOB CBS3U
paspelleH TONIbKO OrPaHUYEHHOMY KPYTY JIHLI.

B namewm cnydae umeem: Jlokansaas UC Il Tuma.

BeposTHOCTB peanuzaluu yrpo3bl — MaJIOBEpPOSITHA.

Yepo3sa evis61enusn napoieii.

Llens peanuzanumn yrpossl cocrout B nonydeHun HCJl mytem mpeononeHus: mapoibHOM 3alUTHI.
BHOYMBILHJ'IGHHI/IK MOKET PCAIM30BbIBATDb YI'PO3Yy € MOMOIIBIO LEJIOro psaa METOAOB, TAKUX KaK HpOCTOfI
nepebop, nepedop ¢ UCIONb30BAHUEM CIEHNATBHBIX CIOBapeH, yCTaHOBKA BPEIOHOCHOM MPOrpaMMBbl JJIs
nepexsara napoJisi, moaMeHa noBepeHHoro oowvekra cetu (IP-spoofing) u nepexsat makeros (sniffing). B
OCHOBHOM [UIsl pealu3allii yTpo3bl HCHOJB3YIOTCS ClelMajbHble NPOrpaMMbl, KOTOPbIE IBITAIOTCS
NOJY4YUTb JOCTYI XOCTYy TyTeM I[OCIeNOoBaTeIbHOrO moxdopa maposeli. B ciydae ycmexa,
3JIOYMBILIUIEHHUK MOXKET CO34aTh aist cedst «mpoxomy s OyayInero JaocTyma, KOTOpbI Oyaer
NeICTBOBATh, AK€ €CJIM HA XOCTE€ U3MEHUTD NapoJib JOCTYyIA.

Ecnu  obOpabateiBaembie IIJlH He mepecbutatloTcss MO ceTsiM  OOIIEro  MOJb30OBAHUS |
MEKIyHapOIHOTrO 0OMEHa, TO BEPOSTHOCTD PEATU3aLiH YTPO3bl — ABJAETCS MAJIOBEPOSITHOM.



Bo Bcex napyrux ciyuasix 10JDKHA OBITh OLIEHEHA BEPOSITHOCTD PEaTU3aLiH YTPO3bL.
OO6o0uIeHHBII CITICOK BEPOSITHOCTH peanu3aunu yrpo3 i pasubix Tunos UCI/H npeacrasieH B
tabmmue 8.

Tabnuna 8
BeposTHocTh Koadd. BepositHOCTH
Tun UCITdn peanusalnuy yrpo3bl
peanu3alnuu yrpo3bl
HApyLIUTEIEM

AstonomHast UC 1 Tuma MaJIOBEPOSTHAS 0
AstonomHas MC Il Tumna HHU3Kas 2
AstonomHas UC 11l Tuna MaJIOBEPOSTHAS 0
Asronomuast UC 1V tuna HHU3Kas 2
AstoHomHast UC V tuna MaJIOBEPOSTHAS 0
AstonomHast UC VI tuna HHU3Kas 2
JIMC 1 tuna MaJIOBEPOSITHASI 0
JIMC 11 Tuna HHU3Kas 2
Pacnpenenennas MC I Tuna MaJIOBEPOsITHAS 0
Pacnpenenennas MC 11 Tumna cpeaHss 5

CereBoe obopynosanue, npumensiemoe B UCIIJIH, pasmernaercs B CIy:KeOHBIX MOMEMIEHUSX B
npenenax KOHTponupyeMmol 30HbL JlOCTynm B cepBepHblEe IOMELIEHUS U TOMELIeHUs] Y3JIOB CBS3U
paspelleH TOJIbKO OTPAaHUYEHHOMY KpYTY JIMLIL.

B nawewm cinyuae Jlokanenas UC Il Tuna.

BeposTHOCTB peanu3aluu yrpo3bl — HU3Kasl BEPOSITHOCTb.

Yepo3wsl nasazvieanue n0xcnozo mapuipyma cemu

JlaHHas yrpoza peanusyercss OOHHUM U3 JABYX CIIOCOOOB: NyTe€M BHYTPHUCETMEHTHOTO WIIH
MEKCETMEHTHOTO HaBsI3bIBaHUS. BO3MOXKHOCTD HaBSI3BIBAHMS JIOXKHOTO MapuipyTa OOyCIIOBIEHA
HEOCTATKaMH, TNPUCYLIMMU ajJrOpUTMaM MaplipyTH3auuu (B YaCTHOCTH, H3-3a MIPOOJIeMbI
UICHTU(PHUKAIIMY CETEBBIX YIPABISIOIINX YCTPOHCTB), B PE3YJIbTATE YEr0 MOKHO MONACTb, HANIPUMED, Ha
XOCT WUJIM B CETb 3JIOYMBIIIJIEHHUKA, I7Ie MOXKHO BOHTH B ONEPALIMOHHYIO CpeAy TEXHUUYECKOTO CPEACTBa B
cocrae HCII[lH. Peanuzammu yrpo3bl OCHOBBIBAETCSI Ha HECAHKLIMOHHPOBAHHOM HCIIOJIB30BAHUU
nporokosioB MapmpyTtizauuu (RIP, OSPF, LSP) u ynpasnenust cereto (ICMP, SNMP) nnsi BHeceHust
U3MEHEHUH B MapLIPyTHO-afpecHble Tabmuipbl. [Ipr 3TOM HapymuTento HeoOXOAMMO MOCHaTh OT UMEHHU
CETEeBOT0 YIPABJISIONIETO YCTPONUCTBA (HAMPUMED, MapIIPyTH3ATOPA) YIIPABIISIFOIIEe COOOIEHHE.

Ecnu oOpabateiBaembie II/[H He mepechulatlOTCsl MO CeTssM  OOMIEro TOJb30BAaHUS U
MEKIyHapOIHOTO 0OMEHa, TO BEPOSTHOCTD PEAIN3aLliH yTPO3bl — ABJIAETCS MAJIOBEPOSITHOM.

Bo Bcex apyrux ciyuasix 1OJDKHA OBITh OLIEHEHA BEPOSITHOCTD PEATU3aLUH YT PO3bL.

OO600uIeHHBII CIIICOK BEPOSITHOCTH peanu3aunu yrpo3 i pasubix tTunos UCI/H npeacrasieH B
Tabmuie 9.

Tabmuma 9
BeposTHoCTh Koadd. BeposTHOCTH
Tun UCITdn peanusaluy yrpo3bl
peanu3alnuu yrpo3bl
HapyLIUTEIEM

AstonomHast UC 1 Tuma MaJIOBEPOSTHAS 0
AstonomHas UC Il Tuna MaJIOBEPOSTHAS 0
Apronomuasi UC 111 Tuna MaJIOBEPOSITHASI 0
AstonomHast UC 1V tuna MaJIOBEPOSTHAS 0
AptoHomHas UC V tuna MaJIOBEPOSITHASI 0
AstonomHast UC VI tuna MaJIOBEPOSTHAS 0
JIMC 1 tuna MaJIOBEPOSITHASI 0
JIMC 11 Tuna MaJIOBEPOSITHASI 0
Pacnpenenennas UC 1 Tuma MaJIOBEPOSITHAsI 0
Pacnpenenennas MC 11 Tuna HU3KAast 2

B namewm cnyuae Jlokansnas UC II Tuna.
BeposTHOCT peanu3anuu yrpo3sl — MaJIOBEPOSATHA.



Yepo3zvt noomenst dosepennozo o6vexma

Takast yrpo3a 3QQexTHBHO peamu3yercss B CHUCTEMax, B KOTOPBIX NPUMEHSIIOTCS HECTOWKHE
ITOPUTMbI UACHTU(QUKAIMHU M ayTEeHTH(HMKALMKU XOCTOB, MOjb3oBaTesied u T.4. Ilom moBepeHHBIM
00BEKTOM NIOHUMAETCSI OOBEKT CETH (KOMITBIOTED, MEKCETEBON HKPaH, MAPLIPYyTU3ATOP U T.IL.), JIETAJIBHO
MOAKJIFOUEHHBIN K CEPBEPY.

MoryT OBITP BBbIIENIEHBl JABE PA3HOBHIHOCTH TMPOLIECCA peaTM3alH yKa3aHHOW Yrpo3bl ¢
yCTaHOBJICHHEM U 0€3 yCTaHOBJICHHSI BUPTYAJIbHOTO COSAMHEHUSI.

[Ipouecc peanusanuu ¢ YCTAHOBICHHEM BUPTYAJIbHOTO COSAMHEHHUS COCTOUT B MPHCBOCHUU TPaB
JIOBEPEHHOTO CYyObEKTa B3aMMOACHCTBHS, YTO MO3BOJISIET HAPYIIUTENIO BECTH CEaHC PadOThI C OOBEKTOM
CeTH OT UMEHH [OBEPEHHOro cyObekta. Peanmsaums yrpossl AaHHOrO THma TpeOyeT MpeonoseHHs
CHCTEMBbI UICHTU(DHUKALINH U ayTeHTU(UKALH cooO1meHnit (Hanpumep, ataka rsh-ciayx0b1 UNIX-xocTa).

IIpouecc peanuzanuu yrpo3sl 6€3 YCTAHOBJICHUS! BUPTYAJIBHOTO COSIMHEHUS] MOXKET UMETh MECTO B
CeTsAX, OCYIIECTBIBIIOIINX HACHTHU(PHKAIMIO MEePeNaBaeMbIX COOOIIEHUI TOJBKO IO CETEBOMY alpecy
ornpaButensa. CyIIHOCTb 3aKJIOYAETCS B Mepenade CiykeOHbIX COOOINEHUN OT HMEHH CeTEBbIX
YOPABISIOIINX YCTPOMCTB (Hampumep, OT HMMEHH MAapLIPYyTH3aTOPOB) 00 HM3MEHEHHWH MAapLIPYyTHO-
aIPECHBIX TaHHBIX.

B pesynbraTe peanuszanuu yrpo3bl HApPYLINTENb IONyYaeT IpaBa AOCTYNAa K TEXHUYECKOMY
cpenctey UCII/IH — uenu yrpos.

Ecnmu  obOpabGateiBaembie II/lH He mepechbutaloTcss 1O ceTssM  OOIIEro MOJb30OBaHUS |
MEKIYyHapOIHOTO 0OMEHa, TO BEPOSTHOCTD PEATU3aLiH YTPO3bl — ABJIAETCS MAJIOBEPOSITHOM.

Bo Bcex apyrux ciyuasix OJDKHA OBITh OLIEHEHA BEPOSITHOCTD PEATU3aLiH YTPO3bL.

OO600uIeHHBII CITUCOK BEPOSITHOCTH peannu3aunu yrpo3 i pasubix Tunos UCI/H npeacrasieH B
tabmune 10.

Tabmuma 10
BeposTHoCTh Koadd. BeposTHOCTH
Tun UCITAH peanusaluy yrpo3bl
peanu3aluu yrpo3bl
HapYLIUTEIEM

AstonomHas MC 1 Tuma MaJIOBEPOSTHAS 0
AptonomHast UC 11 Tumna MaJIOBEPOSITHASI 0
AstonomHast UC 11l Tuma MaJIOBEPOSTHAS 0
Agronomuas UC IV tuna MaJIOBEPOSITHASI 0
AstoHomHast UC V tuna MaJIOBEPOSTHAS 0
ApronomHuas UC VI tuna MaJIOBEPOSITHASI 0
JIMC 1 tuna MaJIOBEPOSITHASI 0
JIMC 11 Tuma MaJIOBEPOSTHAS 0
Pacnpenenennas MC I Tuna MaJIOBEPOsITHAA 0
Pacnipenenennast UC 11 Tuma HHU3Kas 2

B namewm cinyuae JlokansHas MC II Tuna.

BeposTHOCTB peanuzaly yrpo3bl — MaJIOBEpPOSAITHA.

Bueodpenue 10sxcnozo o6vexma cemu

OTa yrpo3a OCHOBaHa Ha UCMOJIb30BAaHMHN HENOCTATKOB aJITOPUTMOB YJIaJ€HHOrO Nnoucka. B ciyuae
eclii OOBEKTBl CETH HM3HAYaJIbHO HE HMMEIT aapecHOd WHGpOpMAalMH Ipyr O ApPYyTe, HCIONb3YIOTCS
pa3JIMuHbIe MPOTOKONBI yaaneHHoro moucka (Hampumep, SAP B cersix NovellNetWare, ARP, DNS,
WINS B cersix co crekom nporokonoB TCP/IP), 3akmodaromquecss B mepeaade Mo CETH CIeNUaTbHBIX
3ampoCcoB U MOJYYEHUH Ha HUX OTBETOB ¢ UCKOMOH mH(popmauueil. [Ipu 3ToM CcyIiecTByeT BO3MOKHOCTh
nepexBaTa HapylLIUTeNleM IOUCKOBOIO 3alpoca M BbIJAYM HA HEro JIOXKHOIO OTBETa, MCIOJIb30BaHUE
KOTOPOTO TpHUBENET K TpeOyeMOMy HM3MEHEHHUIO MaplIpPyTHO-aAPECHBIX NaHHBIX. B nanmpHElIIeM Bech
MOTOK WH(OPMALINH, ACCOLIMMPOBAHHBINA ¢ OOBEKTOM-KEePTBOH, OyI€T MPOXOAHUTH Yepe3 JIOKHBIA OOBEKT
CETH.

Ecnu  obOpabGareiBaembie II/lH He mepecbutatloTCss MO  ceTssM  OOIIEro MOJb30OBAaHUS |
MEKIyHaApOIHOTrO 0OMEHa, TO BEPOSTHOCTD PEaTU3aLlliH yTPO3bl — ABJIAETCS MAJIOBEPOSITHOM.

Bo Bcex apyrux ciyuasix OJKHA ObITh OLIEHEHA BEPOSITHOCTD PEaTU3aLiH YTPO3bL.

OO6o00UIeHHBII CIIICOK BEPOSITHOCTH peanu3aunu yrpo3 i pasubix tTunos UCI/H npeacrasieH B
tabmume 11.



Tabmuua 11

Koadhd. BeposiTHOCTH
BeposiTHOCTB
Tun UCITAH peanusaluy yrpo3bl
peanu3alnuu yrpo3bl
HapyILIUTEIEM

AstonomHas MC I tuma MaJIOBEPOSTHAS 0
AptonomHas C Il Tumna MaJIOBEPOSITHASI 0
AstonomHast UC 111 Tuma MaJIOBEPOSTHAS 0
AgronomHast UC 1V tuna MaJIOBEPOSITHASI 0
AstoHomHas UC V tuna MaJIOBEPOSTHAS 0
AstonomHas MUC VI tuna MaJIOBEPOSTHAS 0
JIUC I Tuna MaJIOBEPOSITHASI 0
JIMC 11 Tuna MaJIOBEPOSTHAS 0
Pacnpenenennast UC I Tuna MaJIOBEPOsITHAS 0
Pacnipenenennas MC 11 tuna HHU3Kas 2

B nawewm cinyuae Jlokansnas MC II Tuna.

BeposTHOCTh peanuzalny yrpo3bl — MaJIOBEpPOsAITHA.

Yepozer muna «Omka3 é obcayscusanuuy.

ITH yrpo3bl OCHOBAHBI HA HEAOCTATKAX CETEBOTO MPOTPAMMHOTO OOECTIEUEHHSI, €0 YSI3BUMOCTSIX,
MO3BOJSIOINMX HApyLIMTENI0 CO37aBaTh YCIOBHUS, KOIZa OINEepaldOHHas CHUCTeMa OKas3blBaeTCs He B
COCTOSIHUM 00pabaThIBaTh MOCTYIAIOIINE TTAKETHL.

MoryT OBITh BBIACJICHBI HECKOJIBKO PA3HOBUIHOCTEH TaKUX yIPo3:

- CKpBITBII OTKa3 B OOCIY’>KWBaHWH, BBI3BAHHBIA mNpuBieueHneM 4actu pecypcoB MCII/IH Ha
00paboTKy MaKeTOB, NepPenaBaeMbIX 3JOYMBIIIJIEHHUKOM CO CHH)KEHHEM NPOMYCKHOW CIOCOOHOCTH
KAQHAJIOB CBS3H, MPOHM3BOAUTENBHOCTH CETEBBIX YCTPOHCTB, HapylleHHeM TpeOOBaHUI K BPEMEHHU
obpabotku 3anpocos. [IpuMepamu peanuzanuu yrpo3 Mogo0OHOTO Poja MOTYT CIIY KHUTh. HAIPAaBICHHBIH
ITOpPM 3X0-3ampocoB o mnpotokoiy ICMP (Pingflooding), mropm 3ampocoB Ha ycranosjienune TCP-
coenunenuii (SYN-flooding), mropm 3anpocos k FTP-cepsepy;

- SIBHBII OTKa3 B OOCIy’KMBaHWH, BbI3BaHHBIH ucuepmanueMm pecypcoB MCII/IH mpu obpaboTke
MAKETOB, IEPENaBaCMbIX 3JIOYMBIIUICHHUKOM (3aHATHE BCEH IIOJIOCHI MPOMYCKAaHUS KAaHAJOB CBSI3H,
NEPENOTHEHNE Oueperiel 3ampocoB Ha OOCHYKHMBaHHUE), MPH KOTOPOM JIeTabHbIE 3alpOChl HE MOTYT
OBITh TIepenaHbl Yepe3 CeTh M3-3a HENOCTYIHOCTH Cpelbl IMepenadd, JuOO TMOJydaroT OTKa3 B
OOCITy’)KMUBaHUH BBHIy IEPETOJIHEHUs] O4epeneil 3ampocoB, MUCKOBOIO MPOCTPAHCTBA MAMATH U T.1.
[IpumepamMu yrpo3 JAHHOTO THIA MOTYT CIYXKHTb LITOPM LIMpokoseuarenbHbix [CMP-s5x0-3ampocos
(Smurf), HanpasnenHsiii mTopM (SYN-flooding), mTopm coobinenuit moutoBoMy cepeepy (Spam),

- SIBHBII OTKa3 B OOCJY)KMBAHUH, BBI3BAHHBIA HAPYIICHHWEM JIOTMYECKOH CBS3HOCTH MEXIY
texandecknuM cpencrsamu UCII/IH npu nepepade HapylIuTeIeM yHPaBIIIOMUX COOOIEHNI OT NMEHU
CETEBbIX YCTPOWCTB, MPUBOMAIINX K H3MEHEHUIO MapLIPyTHO-aIPECHBIX NaHHBIX (Hampumep, ICMP
RedirectHost, DNS-flooding) nin naeHTHPUKATHMOHHON U ay TEHTHU()UKALMOHHON HH(POPMALIHH,

- SBHBIH OTKa3 B OOCHy>XMBAaHWM, BBI3BAHHBIH Mepenaveil 3JIOyMBIIUICHHUKOM IAaKETOB C
HecTaHAapTHbIME aTpuOyTamu (yrpossl Tumna «Landy, « TearDropy, «Bonk», «Nuke», « UDP-bomby) mnu
UMEIOIIUX JJTMHY, MPEBIIAOIIYI0 MAKCUMAJIBHO AONMYyCTUMBIN pa3sMmep (yrposa tumna «PingDeathy), uro
MOYKET TPUBECTH K COOK0 CETEBBIX YCTPOMICTB, Y4acTBYIOIIUX B 0OpabOTKe 3ampocoB, NPU YCIOBUH
HAJIN4HSA OITUOOK B IPOrpaMMax, peau3yroInX MPOTOKOIBI CETEBOro 0OMeHa.

PesynpraToM peanuszaniu  JaHHOM yrpo3bl MOXKET CTaTh HapylleHHe padoToCrocoOHOCTH
COOTBETCTBYIOIIEH CiTyk0bI TIpeocTaBieHus ynajiensoro gocryna k [1/1a B UCIT/IH, nepenava ¢ omHOTO
azipeca TaKOro KOJUYECTBA 3alPOCOB Ha MOJKIIOUEHHE K TexHu4YeckoMmy cpenctBy B coctase MCII/IH,
KOTOPOE€ MaKCUMAJIbHO MOXKET «BMECTHTbY TpaduK (HANpPaBISHHBIN «IITOPM 3aIPOCOBY ), YTO BJICYET 32
co0OH mepernoNHeHne Ouepeqy 3ampoCcoB U OTKA3 ONHOM M3 CETEBbIX CIYXKO WM TOJIHAS OCTAHOBKA
HCTI/IH 13-3a HEBO3MOKHOCTH CHCTEMBI 3aHUMATHCSI HUYEM IPYTUM, KpoMe 00pabOTKH 3arpoCoB.

Ecnu obOpabGareiBaembie IIJlH He mepechbutatloTCs MO ceTssM  OOIIEro MOJb30OBAHUS |
MEKIYyHApOIHOTrO 0OMEHa, TO BEPOSTHOCTD PEATU3aLiH YTPO3bl — ABJAETCS MAJIOBEPOSITHOM.

Bo Bcex apyrux ciyuasix OJKHA ObITh OLIEHEHA BEPOSITHOCTD PEaTU3aLiH YTPO3bL.



OO600UIeHHBII CITUCOK BEPOSITHOCTH peanu3aunu yrpo3 i pasubix Tunos UCI/H npeacrasieH B
tabmmue 12.

Tabmuna 12
BeposTHOCTS Koadd. BepostHOCTH
Tun UCITAH peanusaluy yrpo3bl
peanu3alnuu yrpo3bl
HapYLIUTEIEM

ApronomHas UC I tuna MaJIOBEPOSITHASI 0
AstonomHast UC 11 Tuma MaJIOBEPOSTHAS 0
AptonomHuas UC 111 Tuna MaJIOBEPOSITHASI 0
AstonomHas UC IV tuna MaJIOBEPOSTHAS 0
AgronomHast UC V tuna MaJIOBEPOSITHASI 0
AgronomHast UC VI tuna MaJIOBEPOSITHASI 0
JIMC I Tuna MaJIOBEPOSTHAS 0
JIMC 1I Tuna HU3Kasi 2
Pacnipenenennas UC 1 tuna HHU3Kas 2
Pacnpenenennas UC 1l Tumna HU3Kasi 2

Cepeepbr UCIIIH, a Takxe cermenT MCII/IH 3amuineHsl MeXXCETEBbIM 3KpaHoM. B Hamem ciydae
Jloxanbuasg UC Il Tumna.

BeposTHOCTB peanu3anny yrpo3bl — HU3Kasi BEPOATHOCTD.

Yepo3wt yoanennozo 3anycka npuiosicenuil

VYrpoza 3akrovaercss B cTpemiieHHH 3anyctuth Ha xocte MCIIJIH pa3nuuHble mpenBapuUTENIbHO
BHEIPEHHbIE BPEIOHOCHBIE MTPOrPaMMBbI: MTPOrPaMMBbI-3aKJIaIKH, BUPYChI, «CETEBbIE IIMHOHbBD, OCHOBHAsI
LIeJIb KOTOPBIX — HapyIIeHHe KOH(PUIESHIINATBHOCTH, LEJIOCTHOCTH, TOCTYITHOCTH HH(POPMALIUU 1 MTOTHBIN
KOHTPOJb 3a paboroil xocta. Kpome TOro, BO3MOXKE€H HECAHKIMOHMPOBAHHBIA 3aIyCK MPHUKJIAIHBIX
NpOTrpaMM IIOJIb30BATENell /sl HECAHKLUHOHMPOBAHHOIO IOJyYEHHs] HEOOXOIUMBIX HapyILIUTEIO
JAHHBIX, JUIs 3aIlyCKa yIpaBJseMbIX NPUKJIAIHON IPOrpaMMOil MpoLeccoB U JIp.

BrinensroT Tpu nogkiacca AaHHBIX yIPo3:

pacnpoctpaHeHue (HaiyioB, ComepKaUX HeCAHKIIMOHUPOBAHHBIN UCTIOJTHSIEMBIH KO/,

yIJCHHBIN 3aITyCK MPHJIOKEHHS ITyTeM NepenoiaaeHus Oydepa npuiokeHui-cepBepos;

yAaJeHHBbIH 3aMyCK MPUJIOKEHHUS MyTeM HCIOJB30BaHUS BO3MOXKHOCTEH yNaJeHHOrO yIIpaBJIeHUs
CHCTEMOH, TPEIOCTABISEMBbIX CKPBITBIMH TPOTPAMMHBIMA M ANNApaTHBIMH  3aKJIagkaMu, JIHOO
HCIIOJIb3Y EMBIMU LITATHBIMU CPEACTBAMHU.

Tunosble yrpo3el MNEepPBOr0 U3 YKa3aHHBIX IIOAKJIACCOB OCHOBBIBAIOTCS Ha AaKTUBU3ALUU
pacripocTpaHsieMbIx (ainoB mpu ciydaiiHoM obOpameHnn k HuM. llpumepamu Takux ¢aiinoB MOryT
CIY>KUTB: (paliyibl, comeprKalne UCTIONHAEMBIN KO B BU JOKYMEHTHI, COIEPIKaIlNe UCTIONHAEMBINH KO B
BUzEe 3JeMeHTOB ActiveX, Java-anmuieToB, HHTEPIPETUPYEMBIX CKPHUNTOB (HAmpUMep, TEKCThI Ha
JavaScript); daiinel, cogep:kaiiie UCIONHAEMbIE KOAbI porpamm. s pacipocTpaneHust $paiioB MOTYT
UCTIOJIB30BATHCS CIYKObI 3JIEKTPOHHOM MOYTHI, Iepenaydu (aiyios, ceTeBoil GpailioBoii CUCTEMBI.

IIpu yrpozax BTOpOro MOJKJIAcca HCIOJB3YIOTCS HENOCTATKU MPOrpaMM, PEalu3yOIIUX CETeBbIe
cepBUCHI (B YACTHOCTH, OTCYTCTBHE KOHTPOJsS 3a mepenonHeHueM Oydepa). HacTpoiikoil cHCTEMHBIX
PEruCTPOB MHOTAA YIAeTCsl MEePEKIIOUUTh MPOLECCOpP MOCe MPepbIBaHMS, BbI3BAHHOIO MEPENOoIHEHHEM
Oydepa, Ha UCTHOTHEHHE KOMa, conmepskamerocs: 3a rpanuneit Oydepa. [Ipumepom peanuszanmuu Takou
yIpO3bl MOXKET CIIyKUTh BHEPEHHE LIMPOKO U3BECTHOTO «BUpyca Moppuca».

Ilpu yrposzax Tperbero moOAKJIacca HAPYLIUTENb HCIONb3YET BO3MOXKHOCTH YyAAJEHHOTO
YOPAaBICHUS CHUCTEMOH, NPENOCTABISEMble CKPBITBIMH KOMIIOHEHTAMHU (HAmpuMep, «TPOSHCKUMI»
nporpammamu  Thuna Back.Orifice, NetBus), mmbo 1mTarHbIME cpencTBaMH  yIpaBJE€HUS U
aIMUHUCTPUpPOBaHMUA KoMbroTepHBIX cerell (LandeskManagementSuite, Managewise, BackOrifice u T.
n.). B pesynbrarte ux nCHoiabp30BaHUs yaaeTCsl JOOUTHCS yAAJEHHOTO KOHTPOJIS HaJl CTAHLIUEH B CETH.

Ecnu  obOpabarbiBaembie IIJlH He mepechuiatlOTCsl MO CeTsAM  OOMIEro TOJb30BAaHUS U
MEKIyHapOIHOro 0OMeHa, yCTaHOBIIEHA aHTUBUPYCHAS 3aIlNTA, TO BEPOSTHOCTb PEATH3aLUU YIPO3bI —
SIBJISIETCSI MAJIOBEPOSITHOM.

Bo Bcex apyrux ciyuasix OJKHA ObITh OLIEHEHA BEPOSITHOCTD PEaTU3aLiH YTPO3bL.

OO6o00UIeHHBII CIIICOK BEPOSITHOCTH peanu3aunu yrpo3 i pasubix tTunos UCI/H npeacrasieH B
Tabmune 13.



Tabmuua 13

Koadhd. BeposiTHOCTH
BeposiTHOCTB
Tun UCITdn peanusaluy yrpo3bl
peanu3alnuu yrpo3bl
HApYLIUTEIEM

AptonomHast UC I tuna MaJIOBEPOSITHASI 0
Asronomuas UC 11 Tumna HU3Kasi 2
ApronomHasi UC 111 Tuna MaJIOBEPOSITHASI 0
AstonomHuas UC IV tuna HU3Kasi 2
AptoHomHas UC V tuna MaJIOBEPOSITHASI 0
AptonomHast UC VI tuna HU3Kasi 2
JIMC I Tumna MaJIOBEPOSTHAS 0
JIMC 11 Tuna HU3Kasi 2
Pacnpenenennas C 1 Tuma MaJIOBEPOSITHASI 0
Pacnpenenennas MC 1l Tuna cpenssis 5

B nawewm cinyuae JlokansHas MC II Tuna.

BeposaTtHOCTE peanusannu yrpo3bl — HU3Kasi BEPOATHOCTb.

Yepo3wvl enedpenus no cemu 8pedoHoCHbIX NPOZPAMM

K BpenoHocHBIM HporpammaM, BHEAPSEMBIM IO CETH, OTHOCATCS BUPYCBHI, KOTOPBIE IUIsl CBOETO
pacIpOCTpaHEHHUsT AKTUBHO HCIIONB3YIOT MPOTOKOJBI U BO3MOXKHOCTH JIOKAJIBHBIX M IIIOOATBHBIX CETEH.
OCHOBHBIM TNPUHUUINIOM pabOTBI CETEBOTO BUpPYyCa SIBJISETCS BO3MOXKHOCTh CAMOCTOSITENILHO TepenaTh
CBOW KOJ Ha yJAJCHHBIH cepsep WiIn pabouyro craHmio. «IIoTHOIEHHbIE» CeTeBble BHPYCHI MPU 3TOM
00aaroT ere 1 BO3MOXKHOCTBIO 3aIyCTHTh Ha BBIIIOJHEHHE CBOW KOJ HA YAJIEHHOM KOMITBIOTEpE WIIH,
IO KpaifHel Mepe, KITIOATOJIKHYTh» TOJIb30BATEINs K 3aIMyCKy 3apakeHHOro (aina.

BpenonocHbiMu mporpaMmmamu, obecrnieunBatomumMu ocyinectsieHne HCJI, MOryT ObITh:

IPOTrpaMMBbl MOJOOPa U BCKPBITHS MapoJiel;

MIPOrpaMMBl, peaTu3yIue YIPO3bl,

MpPOrpamMMbl,  JEMOHCTPUPYIOLIME  HCIONb30BAHWE  HENCKIAPUPOBAHHBIX  BO3MOXKHOCTEH
MPOrPaMMHOTO | MporpaMMHo-anmapaTHoro obecreuennst UCIT/H;

MIPOrPaMMBbI-T€HEPATOPBI KOMIIBIOTEPHBIX BUPYCOB;

IPOTPaMMBI, AEMOHCTPHPYIOLIUE YSI3BUMOCTH CPENCTB 3aIIUThI HHPOPMALIUU U Jp.

Ecnu  obOpaGareiBaembie IIJlH He mepechbutalOTCsT MO CeTssM  OOIIEro MOJb30BaHUS U
MEKIyHapOIHOro 0OMeHa, yCTaHOBIIEHA aHTUBUPYCHAS 3aIHTA, TO BEPOSTHOCTb PEATH3alUU YIPO3bI —
SIBJISIETCSI MAJIOBEPOSITHOM.

Bo Bcex npyrux ciyuasix 0JDKHA ObITh OLIEHEHA BEPOSITHOCTD PEaTU3aLliH YTPO3bL.

OO600uIeHHBII CIIICOK BEPOSITHOCTH peanu3aunu yrpo3 i pasubix tTunos UCI/H npeacrasieH B
Tabmune 14.

Tabmuna 14
BeposTHoCTh Koadd. BeposTHOCTH
Tun UCITdn peanusaluy yrpo3bl
peanu3alnuu yrpo3bl
HapyIIuTeIeM

AstoHomHast UC 1 Tuma MaJIOBEPOSTHAS 0
AsronomHas MC Il Tuna HHU3Kas 2
AstoHomHas UC 11l Tuna MaJIOBEPOSTHAS 0
Asronomnast UC 1V tuna HHU3Kas 2
AstoHomHast UC V tuna MaJIOBEPOSTHAS 0
AsronomHuast UC VI tuna HHU3Kas 2
JIMC I Tumna MaJIOBEPOSTHAS 0
JIMC 11 Tuna HHU3Kas 2
Pacnpenenennas MC I Tuna MaJIOBEPOsITHAS 0
Pacnpenenennas MC 11 Tumna cpeaHss 5

B nawewm cinyuae Jlokanenas MC Il Tuna.
BeposaTtHOCTE peanusanuu yrpo3bl — HU3KAsi BEPOATHOCTb.



6. PeanusyemMocTb yrpos
ITo wroram oueHKH ypoBHs 3amuIeHHOCTH (Y1) M BEpOATHOCTH peanuszauuu yrposel (Y2),
paccunTbiBaeTcsl K03 uLneHT peann3yeMocTd yrpo3sl (Y) U onpenensercs BO3MOKHOCTh PeaTn3alnuu
yrpo3bl. KoagduimeHT peannsyemoctr yrpo3sl Y OyaeT onpenestees cootHomenneM Y = (Yi1+ Y2)/20
Ouenka peanusyemoctu YBII/H npencrapneHa B TadJuile.
Tabnuua 15 — Peammzyemocts YBI1/IH

Koadpdpunuent
BosmoxHOCTB
Tun yrpo3 6esonacuoctu [1/1H peanu3yemMoCTH
peanusanuu
yrpo3sl (Y)
1. Yrpo3sl OT yTeUkH IO TEXHUYECKUM KaHAJIAM.
1.1. Yrpo3sel yTe€YkH aKyCTUYECKOI
P y Y 0,25 HU3Kas
uH(bOpMALIUU
1.2. Yrpo3sl yTeukd BUAOBOH HHPOpMATUU 0,25 HU3Kasi
1.3. Yrpo3sl yTeuku HHpOpMaLUK MO KaHaJaM
P y (popman 0,25 HU3Kas
IIOMUH

2. Yrpo3bl HECAHKLIMOHUPOBAHHOTO JIOCTYMA K HHpOpMaLIUK.

2.1. Yrpo3sl yHUUTOKEHUSI, XuIeHus1 annapatabix cpencts MCII/IH HocuTeneit nndopmarmu
nyteM ¢uznueckoro nocryma K siaementam MCIT/Ix

2.1.1. Kpaxa II9BM 0,25 HU3Kas
2.1.2. Kpaka HocuTeneit nHpopmanmm 0,25 HU3Kasi
2.1.3. Kpaxa kimroued u aTpuOyTOB 1OCTyTa 0,25 HU3Kas
2.1.4. Kpaxu, MoguKanuu, yHUUTOKEHHS 0.25 —
uHpopManuu
2.1.5. Beiox u3 cTpos y3i10B IITDBM, kananos 0.25 HU3KaSE
CBSI3U
2.1.6. HecaHKLIMOHUPOBAHHOE OTKJIIOUYEHHE 0.25 —
CPEJICTB 3alUThl

2.2. Yrpo3bl XUIIECHUS, HECAHKIIHOHUPOBAHHON MOAN(UKALINN WU OJIOKUPOBaHHS UH(POpMALTUU
3a c4yeT HecaHKUHOHMpoBaHHOro poctyna (HC/I) ¢ npuMeHeHneM nporpaMMHO-aNIMapaTHbIX |
IPOTPAMMHBIX CPENCTB (B TOM YHCIIE MPOrPAMMHO-MATEMATHYECKIX BO3ICHCTBHI).

2.2.1. JlelicTBUsI BPEAOHOCHBIX POrpamMm
(BUpyCOB)
2.2.2. HenexnapupoBaHHbIE BO3MOXKHOCTHU
cucremHoro 110 u I1O nns o6padorku 0,35 cpenHss
NEPCOHAJBbHBIX JTAHHBIX
2.2.3. Ycranoska I10, He cBsI3aHHOIO C
UCTIOJIHEHHEM CITy KeOHBIX 00s13aHHOCTEH
2.3. YTpo3sl He MpeaHAMEPEHHBIX eHCTBHIA MOJIB30BaTENeH 1 HApyIIEHUH 0€30macHOCTH
¢dynkauonuposanust UCIT/In u C3I1/1H B ee cocTraBe n3-3a cOOEB B MPOrPaMMHOM OOECTICHEHUH,
a TAaK)Ke OT Yrpo3 HEAHTPOIIOTeHHOTo (CO0EB anmapaTypbl 3-3a HEHAIE)KHOCTH 3JIEMEHTOB,
cOO0EB 3JIEKTPONUTAHMS) U CTUXUHHOTO (yAapOB MOJHHMH, OXKApPOB, HABOJHEHUHN H T.11.)

0,35 cpenHsst

0,25 HU3Kas

XapakTepa.
2.3.1. Ytpara kimouei u aTpuOyTOB AOCTYIIA 0,35 CpenHsis
2.3.2. Hen
enpeaHaMepeHHas MO KA 0,25 HU3KaSE
(yHHUTOXEHHE) MH)OPMAIIUHU COTPY THUKAMHU
2.3.3. HenpennamepeHH TKJIFOYEHH
erpenHaMEPEHHOE OTKJTIOUEHNE 0,25 HU3KaSE
CPENICTB 3alIUTHI
2.3.4. Beixon u3 cTpOs anmapaTHO-
OfL 3 CTPO3 arrapatHo 0,25 HU3Kast

MPOrPAMMHBIX CPEICTB
2.3.5. CO0ii CHCTEMBI AJIEKTPOCHAOKEHUS 0,25 HU3Kast
2.3.6. CtuxuiiHoe OefcTBUE 0,25 HU3Kas




2.4. Yrpo3el IpeIHAMEPEHHBIX 1eUCTBUI BHYTPEHHUX HAPYIUIHUTENIEH
2.4.1. Joctyn k nHpopMauuu, MoaupuKanus,
YHUYTOKECHHUE JIUL, HE JOMYIEHHBIX K €€ 0,25 HU3Kas
00paboTke
2.4.2. Pasrnamenne nHpopmanuy,
MOAU(HUKALHS, YHUUYTOKEHHE COTPYIHUKAMH, 0,35 cpenHsst
JOMYLIEHHBIMH K ee 00padoTke
2.5. Yrpo3sl HECAHKIIMOHUPOBAHHOTO AOCTY A 110 KaHAJIaM CBSI3H.
2.5.1. Yrposa « AHanmu3 cereBoro Tpaduka» ¢ nepexsarom nepenasaemoii uz UCII/IH u
MPUHUMAEMON 13 BHEIHUX ceTel HHGOPMAIUH:
2.5.1.1. Ilepexsat 3a npenenaMmu ¢
KOHTPOJIUPYEMON 30HbI
2.5.1.2. Ilepexsat B npenenax
KOHTPOJIUPYEMON 30HBI BHELTHUMU 0,25 HU3Kast
HAPYLIUTEISIMU
2.5.1.3. Ilepexsat B npenenax
KOHTPOJIUPYEMON 30HbI BHY TPEHHUMH 0,25 HU3Kast
HAPY LIUTEISIMU.

2.5.2. Yrpo3sl CKaHUPOBaHUs], HATIPABJICHHbIE
HAa BBISIBJICHUE TUIA UM TUIOB MCIOJIb3YEMbIX
OMNEPALOHHBIX CUCTEM, CETEBBIX aIPECOB
pabounx cranumii UCI1/IH, Tomonoruu ceT,
OTKPBITBHIX TIOPTOB U CITyKO, OTKPBITBIX
COEAVMHEHUN U Ap.

2.5.3. Yrpo3bl BISIBICHUS HAPOJIEH MO CETH 0,25 HU3Kas
2.5.4. Yrpo3bl HaB3bIBAHUE JIOKHOTO

0,35 cpenHsst

0,25 HHU3Kas

2

0,25 HHU3Kast
MapIIpyTa CeTH
2.5.5. Yrpo3bl nogMeHbl TOBEPEHHOTO 00beKTa
P a FOBep 0,25 HHU3Kast
B CETU
2.5.6. Yrpo3bl BHEAPEHHS JIOXKHOTO 00BEKTA
p AP 0,25 HHU3Kast
kak B MCIIJIH, Tak ¥ BO BHEIIHUX CETSIX
2.5.7. Yrpossl Tuna «Otka3 B 00CITyKUBAHHI 0,35 cpenHsis
2.5.8. Yrpo3bl yIaJleHHOTO 3aITy CKa
P YA N y 0,35 cpenHsst
TIPUJTOKEHUH
2.5.9. Yrpo3sl BHEAPESHUS II0 CETH
P AP 0,35 cpenHsst

BPEIOHOCHBIX IPOrpaMm

7. OueHKa ONMACHOCTH Yrpo3

Ouenka omnacHoctu VYBIIJIH mnpous3BoguTCsT Ha OCHOBE OMNpOCa CHELUAIMCTOB [0 3alluTe
UH(pOPMALIUU 1 OTIPENEISIeTCs] BepOaTbHBIM MIOKA3aTeIeM OMACHOCTH, KOTOPBII UMEET TPHU 3HAUCHUS:

HHM3KAasl OMACHOCTb — €CJIIU pealln3alis yrpo3bl MOXKET MPUBECTH K HE3HAUUTEIbHBIM HEraTUBHBIM
MOCJIEACTBHSIM ISl CYObEKTOB MEPCOHANBHBIX TAaHHBIX;

CpeaHsisl OMACHOCTh — €CJIM pealin3alis yrpo3bl MOXKET MPUBECTH K HETaTUBHBIM IMOCIEICTBUAM
1151 CyOBEKTOB MEPCOHANBHBIX TAaHHBIX;

BBICOKASI ONMACHOCTb — €CJIM peajin3aliisl yrpo3bl MOXKET MPUBECTH K 3HAYUTENbHBIM HEraTUBHBIM
MOCJIEACTBYSIM U151 CyOBbEKTOB IEPCOHANBHBIX TAaHHBIX.

Ouenka omacuoctu YBIIJ{H npencrasnena Tadbmuie.

Tabmuna 16 — Onacxocts YBIT/IH

Tun yrpo3 6e3omacuoctu [1/Tx Onacuocts
yIpO3bl
1. Yrpo3sl OT yT€UKH IO TEXHUYECKUM KaHaIaM.
1.1. Yrpo3sl yTeUKH aKyCTUYECKOH HHPOpMaIIH HU3Kasi
1.2. Yrpo3s! yTeukH BUAOBOH HHGOpMAIMU HU3Kasi
1.3. Yrpo3sl yreuku nHbopmanuu no kananam [IOMHNH HU3Kas




2. Yrpo3bl HECAHKIIMOHUPOBAHHOTO IOCTYTA K HHpOpMaLIuu.

2.1. Yrpo3sl yHUUTOXKEHUs, XulleHus annapatHbix cpencts MCIIIH HocuTenei
uHpopMauuu nyteM pusndeckoro nocryna K snementam MCITIH

2.1.1. Kpaxa [I9BM HU3Kasi

2.1.2. Kpaxa HocuTeneli nHpopmaum HU3Kas

2.1.3. Kpaka kimtoueli u arpubyToB 10CTYIIA HU3Kasi

2.1.4. Kpaxu, MonuduKaIy, YHUYTOKEHUS HHPOPMAIIUU HU3Kas
2.1.5. Boion u3 crpos y3u0B IIOBM, kananos cssizu HU3Kasi
2.1.6. HeCaHKLIMOHUPOBAHHOE OTKJIFOUEHHE CPEACTB 3aLUThI HU3Kasi

2.2. YTpo3bl XUIIEHUS, HECAHKIIHOHUPOBAHHON MOIU(UKALIIH WA OJIOKUPOBAHUS
uH(pOpMaLIUK 3a cueT HecaHKInoHuposanHoro aocryna (HC/I) ¢ npumenennem
MPOTrPaMMHO-AINIAPATHBIX U MPOTrPAMMHBIX CPEACTB (B TOM YHCIIE IPOTPAMMHO-

MaTEMAaTUYECKUX BO3IEHCTBHIA).

2.2.1. JleiicTBUsI BPEIOHOCHBIX POrpaMM (BHPYCOB) cpenHss

2.2.2. HenexnapuposanHble Bo3MoskHOCTH cucTeMHoro I10 u I[1O nns

HU3Kas
00pabOTKN NePCOHAbHBIX HAHHBIX

2.2.3. YcranoBka 10, He CBSI3aHHOTO C UCTIOJTHEHUEM CITY KEOHBIX

o HHU3Kas
00s13aHHOCTEH

2.3. Yrpo3sl He peJHaAMEPEHHBIX TEHCTBHIA MOJIb30BATENEH U HAPYIIEHUH O0€30MacHOCTH
¢dynkuuonuposanust UCIT/{n u C3I1/1H B ee cocTraBe n3-3a cOOEB B MPOrPaMMHOM
obecreyeHnH, a TAKKe OT yIPo3 HEAHTPOIOTeHHOTO (COOEB anmaparypbl U3-3a
HEHAJIe)KHOCTH 3JIEMEHTOB, COOEB 3JIEKTPOITUTAHMS) M CTUXUHHOTO (yAapOB MOJIHHH,
NIOKapOB, HABOJHEHHH H T.I1.) XapakTepa.

2.3.1. YTpara kimo4ei u aTpuOyTOB AOCTYIIa CpenHsis

2.3.2. HempennamepenHast Mmogudukanms (YyHUYTOKEHHE)

UH(POPMAIIUHU COTPYIHUKAMU HHsKad

2.3.3. HenpenHaMepeHHOE OTKJIIOYEHNUE CPEACTB 3aLUThI HU3Kasi
2.3.4. BpIXoa U3 CTpOs annapaTHO-MPOrPaMMHBIX CPEICTB HU3Kas
2.3.5. COoii cUCTEMBI JIEKTPOCHAOKEHUSI HU3Kas

2.3.6. CtuxuiiHoe Oencraue HU3Kas

2.4. Yrpo3bl NpeHAMEPEHHBIX AEHCTBUN BHYTPEHHUX HAPYIUIUTENCH

2.4.1. Joctyn x uHpopmanuu, MoxrupUKaLUs, yHIYTOKEHHE JIUL, HE

HU3Kasd
JOMYIIEHHBIX K e 00paboTke

2.4.2. Pasrnamenne nHGpOpMaunu, MOTU(PUKALIUS, YHIUTOXKECHNE

HU3Kast
COTPYAHHKAMM, TONYINEHHBIMU K €€ 00paboTKe

2.5. Yrpo3bl HECAaHKLIMOHUPOBAHHOIO TOCTYMA MO KaHaJ1aM CBSI3H.

2.5.1. Yrposa « AHanu3 cereBoro Tpaduka» ¢ nepexnsarom nepenaaemoit uz UCIIIx u
MPUHUMAEMON 13 BHEIIHUX ceTel WH(POPMALIUU:

2.5.1.1. Ilepexsar 3a nmpenesaMu ¢ KOHTPOJUPYEMOU 30HbI HU3Kas

2.5.1.2. IlepexBat B npenenax KOHTPOIUPYEMOM 30HBI BHEIIHUMH HU3KaSE
Hapy LIUTEJIIMU

2.5.1.3. IlepexBat B npeaenax KOHTPOIUPYEMOHN 30HbI BHY TPEHHUMH HU3KaSE
HapyLIUTEJISIMU.

2.5.2. Yrpo3bl CKaHUPOBAHUs1, HANIPABJIEHHbIC HA BbIABJICHUE TUIA UJIN
THUIIOB MCIIOJIb3YE€MbIX ONEPALIHOHHBIX CUCTEM, CETEBBIX aAPECOB

. HU3Kast
padounx cranuniit UCII/IH, TOmONOruu ceTu, OTKPHITBIX MOPTOB U
CJIy>KO, OTKPBITBIX COEIMHEHUH U JIp.
2.5.3. Yrpo3bl BbISIBJICHUS TAPOJIE O CETH cpenHsis
2.5.4. Yrpo3bl HaBsI3bIBAHUE JIOKHOTO MApUIPYyTa CETH HU3Kas
2.5.5. Yrpo3bl NOIMEHbI TOBEPEHHOTO OOBEKTa B CETH HU3Kasi
2.5.6. Yrpo3sl BHeApeHus jJoxHOro obbekta kak B UCII/IH, Tak u BO HU3KaSE

BHCIITHHUX CCTAX

2.5.7. Yrpossl Tuna «Otkas B 00CIy KHUBaHUN) HU3Kasi




2.5.8. Yrpo3bl yIaJICHHOIO 321y CKa NPUJIOKEHHUI HU3Kasi

2.5.9. Yrpo3bl BHEPEHHUsI IO CETH BPEAOHOCHBIX NPOrpaMm cpenHsis

8. Onpenenenune akryajasHoctu yrpo3 B UCII A n
B coorBercTBMM ¢ TpaBUJIaMHU OTHECEHMs yrpo3bl Oe3omacHocTH K aktyaibHOH, mis MCILIH
ONPENETAOTCS AKTYaIbHbIE U HEAKTYaJIbHbIE YIPO3BL

Tabmuna 17 — IpaBuna onpenenens aktyaapbHocT YBIT/IH

ITokasaTenb OMaCHOCTH YIPO3bI
Bo3moxHOCTB
peanuzauuu

yIpo3bl Huskas Cpennsis Bricokas

Huskas HeakTyaJlbHas HeakTyaJlbHas aKTyajbHasl

Cpennsis HeakTyaJlbHas aKTyasbHasl aKTyasbHasl

Bricokas aKTyajbHasl aKTyasbHasl aKTyasbHasl
OueHb BbICOKasI aKTyajbHasl aKTyasbHasl aKTyasbHasl

OueHka akTyaJbHOCTH yIpo3 Oe30IacHOCTH MIPeICTaBIeHa B TaduIe.
Tabnuua 18 — AkryanbHocts YBI1T/IH

Tun yrpo3 6e3omacuoctu [1/Tx Onacrocts
YIPO3BI
1. Yrpo3sl OT yTeUkH IO TEXHUYECKUM KaHAJIAM.
1.1. Yrpo3bl yT€UYKH aKyCTHYECKON MHOpMaLH HEAKTyaJIbHasl
1.2. Yrpo3sl yTeuku BUAOBOH HH(GOpMAIMU HEaKTyaJbHas
1.3. Yrpo3sl yreuku nHbopmanuu no kananam [IOMHNH HEAKTyaJlbHAs

2. Yrpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTY A K HH(pOpMAITHH.
2.1. Yrpo3sl yHUuTOXEHUS, XuleHus annapatHbix cpeacts MCII/IH HocuTeneit
uHpOopMaluu nyTeM Pusndeckoro nocrymna Kk snementam MCITIxH

2.1.1. Kpaxa [I9BM HEaKTyaJbHas

2.1.2. Kpaxa Hocutenei nadopmanum HEAKTyaJIbHasi

2.1.3. Kpaka kimouelt u aTpubyToB 1OCTYIIA HEAKTyaJIbHasI

2.1.4. Kpaxu, MonuduKaIiy, YHUYTOKEHUS HHPOPMAIIUU HEAKTyaJIbHasi
2.1.5. BeiBon u3 crpost y3i0B [I9BM, kaHaJI0B CBsi3H HEAKTyaJIbHasl
2.1.6. HeCaHKLIMOHUPOBAHHOE OTKJIIOUEHUE CPEACTB 3aLUThI HEAKTyaJIbHas

2.2. YTpo3bl XUIIEHUS], HECAHKIIMOHIPOBAHHON MOIU(UKALINH W OJIOKUPOBAHUS
uH(pOpMaLnK 3a cueT HecaHKnoHuposanHoro aoctyna (HC/I) ¢ npumenennem
MPOTrPaMMHO-AMNTAPATHBIX U MPOTrPAMMHBIX CPEACTB (B TOM YHCIIE IPOTPAMMHO-

MATEeMAaTHYECKUX BO3NIEHCTBUMN).
2.2.1. JleiicTBUsI BpEIOHOCHBIX MPOrpaMM (BUPYCOB) aKTyaJibHas
2.2.2. HenexnapupoBanHble Bo3MoskHOCTH cucTeMHoro I10 u I[1O nns
00pabOTKH NEPCOHATBHBIX JAHHbIX
2.2.3. Ycranoska 10, He CBSI3aHHOTO C UCTIOJTHEHUEM CITYKEOHBIX
o0si3aHHOCTEH
2.3. YTpo3sl He MpeaHAMEPEHHBIX eHCTBHIA MOJIB30BaTENeH 1 HAPYIIEHUI O€30MacHOCTH
¢dynkuonuposanust UCTI/In u C3I1/1H B ee cocTaBe n3-3a cOOEB B MPOrPaMMHOM
o0ecrieueHny, a TaKXKe OT Yrpo3 HEAHTPOIIOTeHHOT o (CO0eB anmapaTypel U3-3a
HEHAJIE)KHOCTH 3JIEMEHTOB, COOEB 3JIEKTPONUTAHHS) U CTUXUHHOTO (YAapOB MOJIHUM,
MOKaPOB, HABOJTHEHUH U T.I1.) XapakTepa.
2.3.1. YTpara xmoueii u atpubyToB goCTyNa | aKTyaJbHas

HECaKTyaJIbHas

HECaKTyaJIbHas




2.3.2. HempennamepenHast Mmogudukanms (yHUYTOKEHHE)

UH(POPMAIIUU COTPYIHUKAMU HeaKTyabrat

2.3.3. HenpenHamMepeHHOE OTKJIFOYEHHE CPEACTB 3aLUUThI HEaKTyaJbHas
2.3.4. BpIX0oa U3 CTPOs annapaTHO-IPOrPaMMHBIX CPEICTB HEAKTyaJIbHasl
2.3.5. Cboii cucTeMbl 3IeKTPOCHAOKEHHSI HeakTyaJlbHas

2.3.6. CtuxuiiHoe Oencraue HEAKTyaJIbHasl

2.4. Yrpo3bl IpeHaMEPEHHBIX ACHCTBUI BHYTPEHHUX HAPYLIUTENCH
2.4.1. doctyn k unpopmanuu, MoaupUKaLKs, yHUYTOKEHUE JIHII, HE
JOMYIIEHHBIX K € 00padoTke
2.4.2. Pasrnamenne nHGpOpMaunu, MOIU(PUKALIUS, YHIUTOXKECHNE
COTPYAHHKAMM, TONYINEHHBIMU K €€ 00paboTKe
2.5. Yrpo3bl HECAHKIIMOHUPOBAHHOIO TOCTYIIA MO KaHAJaM CBSI3H.
2.5.1. Yrposza « AHanmu3 ceTeBoro Tpaduka» ¢ nepexBaTom
nepenasaemoit n3 MCII/lH 1 nprHrMaeMoii U3 BHEITHUX CETEH

HEaKTyaJIbHas

HECaKTyaJIbHas

UH(pOPMALIUH:
2.5.1.1. Ilepexsar 3a nmpenesaMu ¢ KOHTPOJUPYEMOU 30HbI HEaKTyaJbHas
2.5.1.2. IlepexBat B npenenax KOHTPOIUPYEMOM 30HBI BHEIIHUMH
HEaKTyaJbHas
HAPYLIUTESIMU
2.5.1.3. IlepexBat B npenenax KOHTPOJUPYEMOI 30HbI BHY TPEHHUMHU
P pea pOHpY yTp HEaKTyaJbHas
HapyLIUTEJISIMU.
2.5.2. Yrpo3bl CKaHUPOBAaHUs1, HANIPABJIEHHbIC HA BBIABJICHUE TUIA WUJIU
TUIIOB UCTIOJIb3yEMbIX ONEPALIOHHBIX CUCTEM, CETEBbIX aJPECOB
. HEaKTyaJbHas
padounx cranuniit UCII/IH, TOMONOrNM CeTH, OTKPBITBIX TOPTOB U
CJIY>KO, OTKPBITBIX COEIMHEHUH U JIP.
2.5.3. Yrpo3bl BbISIBJICHUS TAPOJIEH MO CETH HEAKTyaJIbHasl
2.5.4. Yrpo3bl HaBsI3bIBAHUE JIOKHOTO MAapUIPyTa CETH HEAKTyaJIbHasl
2.5.5. Yrpo3sl NOIMEHbI TOBEPEHHOTO OOBEKTa B CETH HEAKTyaJIbHas
2.5.6. Yrpo3sl BHeApeHus joxHOro obbekta kak B UCII/IH, Tak u BO
HEeaKTyaJbHas
BHEIITHUX CETSIX
2.5.7. Yrpossl Tumna «OTka3 B 00CITy KHBAHHI HEAKTyaJIbHasl
2.5.8. Yrpo3sl yAaeHHOTO 3ayCKa MPUJIOKEHUH HEAaKTyaJbHas
2.5.9. Yrpo3bl BHEAPEHMUs 10 CETU BPEAOHOCHBIX MPOrPaMM aKTyaJbHas

Bbuin BhISIBJIEHBI CJIEAYIONIHE AKTYAJbHBIE YIPO3bI:
- IEHCTBUS BPEIOHOCHBIX MPOrpaMM (BUPYCOB)
- yTpara Kirouel u aTpuOyToB AOCTyHa
- YyIpO3bI BHEPEHHUS 110 CETU BPEIOHOCHBIX MPOrpaMM

JJ11 CHHZKeHHsI OIACHOCTH peann3auuu akTtyaabHbix YBII/H pexomenayercs:
- Ha3HAY€HHE OTBETCTBEHHOIO 32 0€30MaCHOCTb NMEPCOHANBHBIX TaHHBIX U3 YHCIA COTPYIHUKOB;
- nHCTpyKIuH nonb3osateneil UCII/IH, B KOTOpPBIX oTpaskeHbl NOpsinok OesonacHoi padboter ¢ UCIT/IH, a
TAKXKe C KIF0YaMHU 1 aTpUOyTaMH JOCTYII,
- OpraHu3auus pasrpaHUYeHHs] TpaB IMOJib30BaTeled Ha ycTaHoOBKy cTopoHHero IIO, ycraHoBky
amnmapaTHbIX CPENCTB, MOIKIIOYEHUS MOOWIIBHBIX YCTPOWCTB M BHEIIHUX HOCHTENEH, yYCTAHOBKY U
HacTpoiiky anemenToB MCII/IH u cpeacTs 3aIUThL
- MMOCTOSTHHOE OOHOBJIEHUE aHTUBHPYCHBIX 0a3.




