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IHoauTuka
0€30MACHOCTH NMEePCOHAJBHBIX JAHHBIX, 00padaTbiBaeMbIX B HHPOPMAIHOHHBIX CHCTEMAX
nepcoHANbHBIX AaHHbIX CoBera nenyTaToB Bauckoro myHununnaabHoro okpyra Huskeropoackoi
o0J1acTH

1. Onpenenenus

B HacTosiIeM JOKyMEHTE HCIIONIb3YIOTCS CIEAYIOINE TEPMHUHBI U UX ONPEEICHUS.

ABTOMaTH3MpPOBaHHAsI 00pabOTKa MEPCOHATBHBIX TaHHBIX — 00pabOTKa MEePCOHATBHBIX JAHHBIX C
MIOMOIIBIO CPEACTB BBIYUCIUTENIbHOW TEXHUKH.

be3onacHOCTh MEPCOHANBHBIX JAHHBIX — COCTOSIHUE 3aLIUIIEHHOCTH MEePCOHANBHBIX TaHHBIX,
XapaKkTepU3yeMoe CHOCOOHOCTBIO —IOJb30BATEICH, TEXHUYECKUX CPEACTB U WH(POPMALMOHHBIX
TEXHOJIOTUH 00eCIeunTh KOHQUACHINAIBHOCTD, LIEJIOCTHOCTD M IOCTYITHOCTb IEPCOHABHBIX JAHHBIX TIPU
ux 00paboTke B MHPOPMALIMOHHBIX CUCTEMAX MEPCOHANBHBIX TaHHBIX.

brnokupoBanne mNepCcOHANBHBIX JAaHHBIX — BPEMEHHOE MpeKpaiieHue cOopa, CHCTeMaTH3allWH,
HAKOIIJICHUsI, NICTIOJIb30BAHMSI, PACTIPOCTPAHEHNS, TIEPCOHAIBHBIX JAHHBIX, B TOM YHUCIIE HX MEePEIadH.

Joctyn xk nHGOPMAIIHN — BO3MOXKHOCTb MOy YeHUsT HHPOPMALIUHU U €€ HCTIOIb30BAHMUS.

3amumaemass wuHpopmanmst — wuHGOpPMAIHS, SBISIOMANACS TMPEAMETOM COOCTBEHHOCTH U
MOJUIEIKAIasi 3alIUTe B COOTBETCTBUHU C TPeOOBAHMSIMHM MPABOBBIX JOKYMEHTOB MM TPeOOBAHMAMHY,
yCTaHABJIMBAEMbIMU COOCTBEHHUKOM HH(pOPMALHH.

Unentndukamuss — mpucBOCHHE CyOBEKTaM M OOBEKTaM JoCTymna HuuaeHThdukaropa u (Wim)
CPaBHEHHE MPEIBSBIIIEMOrO HACHTU(PHUKATOPA C IEPEYHEM ITPHCBOCHHBIX HIEHTU(HKATOPOB.

HUndpopmanmoHHast crcTeMa MepCOHANBHBIX JAHHBIX — COBOKYITHOCTb COAEp)KalMxcst B 0azax
JAHHBIX MEPCOHAJNBHBIX JAHHBIX M OOECIeYHBAOINX X 00paboTKy MH(OPMAIIMOHHBIX TEXHOJOTHH U
TEXHUYECKHUX CPENCTB.

HNudopmarmonHas TEXHONOTHS — MPOLECChl, METOIbI TOUCKa, cOopa, XpaHeHus, oOpaboTkw,
NPEIOCTABJIEHHS], PACIPOCTPAHEHUsT WH(POPMALMK M CHOCOOBI OCYINECTBJICHUS TaKHX IPOLECCOB H
METO/IOB.

HctouHnk yrpo3bl 0€30MacHOCTU MEPCOHATBHBIX NAHHBIX — CyOBEKT HOCTyIa, MaTepHajbHBIN
00BEKT WM (U3NYECKOE SIBJICHHE, SIBJBIFOLINECS MPUYMHON BO3HUKHOBEHMs YIPO3bl O€30MacHOCTH
NEPCOHABHBIX JAHHBIX.

KonTpomupyemast 30Ha — MPOCTPAHCTBO (TEPPUTOPHUs, 3[aHUE, YaCTh 3JaHMSA, IOMELICHHE), B
KOTOPOM HCKJIFOUEHO HEKOHTPOJIHUpyeMoe NpeObIBaHHE MOCTOPOHHHUX JIMI, a TaKXKe TPAaHCIOPTHBIX,
TEXHUYECKHX 1 UHBIX MATEPHAIbHBIX CPENICTB.

KoH}puneHmanpHOCTh MePCOHATBHBIX TaHHBIX — 00513aTENbHOE 1JIs1 COOTIOIEHUS OIIEPaTOPOM HITH
UHBIM TMOJYYUBIIUM AOCTYI K MEPCOHANBHBIM JaHHBIM JINLIOM TPeOOBaHHE HE PACIpPOCTPaHsTh UX Oe3
coryacust CyOBeKTa MePCOHANBHBIX JAHHBIX WJIM HAJIMYUS HHOTO 3aKOHHOTO OCHOBAHMSI.

Hapymurens 0€30mMacHOCTH NEPCOHANBHBIX HAHHBIX — (U3UYECKOE JHLO, CIyYalHO WIN
NPEIHAMEPEHHO COBEpIIAOIee ACHCTBUS, CIEACTBUEM KOTOPBIX SIBJIICTCS HapyLIEHHE O€30macHOCTH
NEPCOHANBHBIX JAHHBIX MPH UX 00padOTKe TEXHUYECKHMMH CPEICTBAMH B MH(POPMALMOHHBIX CHCTEMaX
NIEPCOHAJBHBIX JAHHBIX.

HecankmoHupoBaHHbIH 1OCTYT (HECAHKLIMOHUPOBAHHBIE IEHCTBUS ) — AOCTY T K HH(pOpMALIUU WiIn
aeicTBus ¢ nHpOpMaIeH, HapyIAIOIIUE MTPABIIA Pa3TPAaHIUYEHHSI JOCTYIIA C UCTIOIb30BAHUEM LITATHBIX
CPEACTB, MPEAOCTABISIEMBIX HH(POPMALTHOHHBIMHU CUCTEMAaMH MEPCOHATBHBIX JAHHBIX.

Hocurens nadopmarinu — pusndeckoe JUIO WM MaTEPUATbHBIH OOBEKT, B TOM YHCIe (PU3nIecKoe
nojie, B KOTOPOM HH(pOpPMALUs HAXOOUT CBOE OTPaKEHHE B BUAE CHMBOJIOB, OOpa3oB, CHUTHAJIOB,
TEXHUYECKHX PEIICHUI U POLECCOB, KOJINIECTBEHHBIX XapaKTEPUCTHK (PH3UUECKUX BEITHUIHH.

OObe3nuurBaHNe TEPCOHANBHBIX NAHHBIX — JEHCTBUS, B PE3yJIbTaTe KOTOPBIX HEBO3MOXKHO
OTIPENENUTh MPUHAIJICKHOCTD MMEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYyOBEKTY MEPCOHANBHBIX TaHHBIX.



O6paboTka mepcoOHANBHBIX JaHHBIX — JIIO0OE eHCTBHE (Omeparysi) Wi COBOKYITHOCTh NEHCTBHIMA
(omeparnmii), COBEpLUIAEMBIX C HCIOJIB30BAHIUEM CPEICTB AaBTOMATH3ALUK WM O€3 UCIOJIb30BAHMS TAKUX
CPEACTB C MEPCOHATIBHBIMH TAaHHBIMH, BKJIFOUasi cOOp, 3aIMCh, CUCTEMATH3ALHMIO, HAKOIICHHE, XpaHEHHUE,
yTouHeHHe (OOHOBJICHHE, W3MEHEHHUE), W3BJICUCHUE, HCIOJNb30BaHUE, Nepenady (pacrnpocTpaHeHHe,
MPenoCTaBlieHHe, NOCTyI), OoOe3NMuYuBaHUe, OJOKUPOBAHUE, yIAJICHUE, YHHUUYTOKEHHE MEePCOHATbHBIX
TaHHBIX.

OOBeKT BBIMUCIUTENPHOW TEXHHKH — CTALMOHAPHBIA WM TOABMKHBIH OOBEKT, KOTOPBIN
NPEeACTaBIsieT COOOM KOMIUIEKC CPEACTB BBIUNCIUTENBHON TEXHUKH, TIPEAHA3HAYCHHBIN AJIs1 BBIOJIHEHHS
onpeneneHHbIx QyHkumi 00padorku uHpopmanuu. K odbekTaM BBIMUCIUTEIHHON TEXHUKU OTHOCSTCS
AaBTOMATH3UPOBAHHbIE  CHCTEMBI, aBTOMATH3UpPOBaHHbIE  paboume  MecTa, HMHPOPMAILIMOHHO-
BBIYUCIUTENbHBIE LEHTPbl U JPyrHe KOMIUIEKCHI CPENCTB BBIYUCIUTENBHON TexHuUKH. K oObexTam
BBIYUCIIUTENbHON TEXHUKH MOTYT OBITh OTHECEHBI TAKXKE OTAEIbHBIE CPEICTBA BEIYHCIUTEIbHON TEXHUKH,
BBIMOJIHSIOLINE CAMOCTOSTENIbHBIE (PYyHKUUN 00pabOoTKN HH(OPMALTHHL.

Omneparop NeEpCOHANBHBIX [aHHBIX — TOCYJApCTBEHHBI OpraH, MYHHLMWIIAIbHBIA OpraH,
IOPUINYECKOe WM (PU3HYECKOE JIMLO, CAaMOCTOATENBHO WJIM COBMECTHO C JAPYTHMH JIMIIAMH
OpraHM3yIOIIHe U (M) OCYIIEeCTRISIIOIUEe 00paboTKy MepCOHATbHBIX JAHHBIX, a TAKXKE ONMPEIEIIIOIINe
nenu o0paboOTKM TMEPCOHAJBHBIX MAHHBIX, COCTAB MEPCOHAIBHBIX MaHHBIX, MOJIEKAIINX O0padoTKe,
neicTBus (oneparun), CoBepIIaeMble C IMePCOHATBHBIMU TAHHBIMH.

[lepconanbHble naHHBIE — Jr00ast HWH(POPMALMS, OTHOCSINASACS MPSAMO HJIM KOCBEHHO K
OTIPENeIEHHOMY WJIH ONpeneIsieMoMy (pU3NIECKOMY JULY (CYOBEKTY MEePCOHAIBHBIX TaHHBIX ).

[Tonb3oBatens MHPOPMALMOHHOW CHUCTEMbI NMEPCOHANBHBIX JAHHBIX — JIMIO, YYacTBYIOIIEE B
(YHKIMOHUPOBAHUN WH(POPMALIMOHHOW CHCTEMBbI TEPCOHAJNBHBIX JAHHBIX WM  HCIIOJB3YOIIee
pe3yabTaThl e PyHKIIUOHUPOBAHMSI.

[Tonb3oBaTens MHPOPMALMOHHOW CHUCTEMbI NMEPCOHANBHBIX JAHHBIX — JIMIO, YYacTBYIOINEE B
(YHKIMOHMPOBAHUN WH(POPMALIMOHHONW CHCTEMBbI IEPCOHAJNBHBIX JAHHBIX WM  HCIIOJB3YOIIee
pe3yabTaThl e PyHKIIUOHUPOBAHMSI.

[IpaBuna pasrpaHuyeHHs OCTyIIAa — COBOKYIHOCTh MPABHJI, PETJIAMEHTUPYIOLIHX MpaBa AOCTyIa
CyOBEKTOB TOCTyMA K 0OBEKTaM TOCTYIIA.

[IpenocraBieHne TEPCOHANBHBIX [aHHBIX — JCHCTBHS, HAlpaBlEeHHbIE HA PACKPBITHE
NEPCOHABHBIX JAHHBIX ONPEACICHHOMY JIULY WA ONPENEICHHOMY KPYyTY JIHII.

[IporpaMMHOE HECAaHKIIMOHHMPOBAHHOE (MPOrpaMMHO-MAaTEMaTHUECKOE) BO3EHCTBUE HA PECYPChI
BO3/IEHICTBHE — aBTOMATH3UPOBAHHON MH(POPMAIIMOHHON CHCTEMBI, OCYIIECTBIIIEMOE C UCTIOIb30BAHUEM
BPEIOHOCHBIX IIPOTPAMM.

PacnipocTpaHeHne TepCOHANbHBIX JAaHHBIX — JEHCTBHS, HANpaBICHHbIE HAa PAaCKpbITHE
NEPCOHAJBHBIX JAHHBIX HEOTIPEIEICHHOMY KPYTY JIHII.

Pecypc mH(pOpMAIMOHHOW CHCTEMBI — MMEHOBAHHBIA 3JIEMEHT CHUCTEMHOTO, NMPHUKJIAAHOTO WU
amnmapatHoro obecneueHust pyHKIIMOHUPOBAHMS HHPOPMALIMOHHON CHCTEMBI.

Cucrema 3ammTHl MEPCOHATBHBIX JTAHHBIX — COBOKYITHOCTb OPraHOB U (WJIM) HCIOJHUTENEH,
UCTIONB3YEeMOW HWMH TEXHUKHM 3allUThl HHQOpMAIMH, a TaKkke OOBEKTOB, OpraHM30OBaHHAS W
($YHKIMOHHpPYIOIIAs MO TMpaBHJIaM U HOPMaM, YCTAHOBJICHHBIM COOTBETCTBYIOIIMMH IOKYMEHTAMHU B
00JTaCTH 3aIUTHI TIEPCOHANBHBIX TaHHBIX.

CpenctBo kpunTorpadpuveckoil 3amuThl HHPOPMALIMHM — CPEACTBO 3alIUTHl HH(pOpPMALUH,
peanu3yroLee alropuTMbl KpUNTOrpaduueckoro npeodpaszoBanus HHPOpPMAaLIUH.

CyOpexT mocTyma — JIMLO WM TPOLIECC, ACHCTBUS KOTOPOrO PErJIAMEHTHUPYIOTCS MpPaBHIAMU
pa3rpaHUYeHHs JOCTYIIA.

CyObeKkTbl TepCOHANbHBIX MaHHBIX — pabOTHHKH, OOyYaroImuecs, YYaCTHUKH €IUHOTO
rOCyJapCTBEHHOTO 3K3aMeHa (32 HCKIIFOYeHHEM O0YUarOIHUXCsl), TPakaHe, IPUBJIEKaeMbIe K IPOBEIESHHIO
rOCyJapCTBEHHON UTOTOBOH aTTECTALUH, YWIEHBI MPEIMETHBIX KOMHUCCHUH, OOIEeCTBEHHbIE HAOIIOIATENH,
CJyIIATeNI U APYTHUE JTULA.

TexHuueckuit kanan yredku nHpopmauuu (cpencrsa oOpaboTky), HHPOPMALIUH — COBOKYITHOCTh
HOCUTeNsl (PU3NUECKOH cpenbl paclpocTpaHeHHss WH(POPMATHBHOTO CHUTHAJa U CPEACTB, KOTOPBIMH
no0BIBaeTCA 3amuIaeMast HHpOpMaLus.

Texnuueckue cpencrsa WHPOPMAIMOHHOH CHCTEMBl IE€PCOHANBHBIX JAHHBIX — CPENCTBA
BBIUUCIUTENbHON TEXHUKH, HHYOPMALIIOHHO-BbIYUCIUTEIbHBIE KOMITJIEKCHI 1 CETH, CPEICTBA M CUCTEMBI
nepenadu, npuemMa W oOpabOTKM TEPCOHANBbHBIX JAHHBIX (CPEACTBA M CHCTEMBI 3BYKO3AINCH,



3BYKOYCHJICHHsI, 3BYKOBOCIPOHM3BEICHUS, NEPErOBOPHBIE U TEJIEBU3UOHHBIE YCTPOWCTBA, CPEACTBA
U3TOTOBJICHHsI, THPAKUPOBAHHSI JOKYMEHTOB M [pyrHe TEXHUYECKHE CpeicTBa oOpaboTKH pedyeBoi,
rpaduueckoii, BUneo- U OyKBeHHO-LUU(GPOBOH WH(POPMALIMK), TPOTPaMMHBIE CPENCTBa (OMepanOHHbIE
CHCTEMbI, CUCTEMbI YIpaBieHus1 0a3aMu JaHHBIX U T.I1.), CPEACTBA 3aIUUThl HHPOPMALIMY, TPHMEHSIEMbIe
B MH(OPMALIMOHHBIX CHCTEMAX.

YTpo3bl 6e30MacHOCTH NMEPCOHATBHBIX JAHHBIX — COBOKYITHOCTD YCJIOBHUH U (PAKTOPOB, CO3IAOLITNX
OMAaCHOCTb HECAHKLIMOHMPOBAHHOIO, B TOM YHCJIE CIy4aiHOro, AOCTyNa K IMEPCOHANbHBIM aHHBIM,
pe3yJabTaTOM KOTOPOTO MOXKET CTaThb YHHYTOXKEHHE, W3MEHEHHe, OJIOKHPOBaHHE, KOIHPOBAHHUE,
pacnpocTpaHeHHE MEePCOHATbHBIX IAHHBIX, & TAK)KE€ WHBIX HECAHKLHOHHPOBAHHBIX MEHCTBHHA MPH HX
00paboTke B MHPOPMALMOHHON CHCTEME MEePCOHATBHBIX JAaHHBIX.

VHHUYTOKEHHE TEePCOHAJbHBIX MAaHHBIX — JEHCTBUS, B pe3yJbTaTe KOTOPBIX HEBO3MOKHO
BOCCTaHOBUTH COJIEPKaHUE MEPCOHATBHBIX JAHHBIX B MHPOPMAIIMOHHOW CHCTEME MEePCOHATbHBIX JaHHBIX
WK B PE3yJIbTaTe KOTOPBIX YHUUTOXKAIOTCS MAaTepHaIbHbIe HOCHTENHN MEPCOHATBHBIX JaHHBIX.

VYTeuka (3amumaemMoil) "HPOPMAIIUK — HEKOHTPOJUPYEMOE PACIIPOCTPAHEHHE HH(POPMALIUH Yepes3
bu3NIEeCKyr0 Cpeny 10 OCYIIECTBISIOIEro MepexBaT HHpOpMaIum.

LenoctHoCTh MHpOpPMALMM — CIHOCOOHOCTb CPEACTBA  BBIUHUCIUTEIBHOW TEXHHKH WM
ABTOMATHU3UPOBAHHOH CHUCTEMbI O0ECMeunBATh HEM3MEHHOCTb MH(OPMALMK B YCJIOBUSIX CIy4YaiHOrO
W/WTH TIPETHAMEPEHHOTO UCKAKEHUS (pa3pyILeHIs).

2. Beenenne

Hacrosimas Ilonutuka  0€30mMacHOCTH  MEPCOHANBHBIX — JaHHBIX, 00padaThIBaeMbIX B
UH(OPMAIIMOHHBIX CHCTEMaX MepCOHANbHBbIX NaHHbIX CoBera nemyTaToB Badyckoro MyHHUIMIIAIBHOTO
okpyra Hmxeroponckoit obnactu (manee — Ilomutmka), siBisieTcs O(ULMANBHBIM JOKYMEHTOM U
pa3paboTaHa B COOTBETCTBHHM C LENSMH, 3aJa4aMd W NPUHOUNAMH oOecredeHHst Oe30macHOCTH
MEePCOHANbHBIX JaHHBIX U3JOKeHHbIX B KoHmenuu Oe30MacHOCTH MEPCOHANbHBIX  JaHHbIX,
oOpabaTbiBaeMbIxX B HH(GOpMALMOHHBIX cucTemax CoBeTa nenyTatoB Bauckoro MyHHLMIATIBHOTO OKpyTa
Hwuxeroponckoii obnactu (nanee — CoBer gemyTaToB).

B Ilonutuke onpeneneHsl TpeOOBaHUS K pabOTHUKAM, 3aMeliaromuM nojpkHoctd B Coere
IeTyTaTOB, CTeNEHb OTBETCTBEHHOCTH PA0OTHHUKOB, CTPYKTYpa M HEOOXOAMMBIN yPOBEHb 3aIUIIEHHOCTH,
CTaTyC W JOJDKHOCTHBbIE OOSI3aHHOCTH pPaOOTHUKOB, OTBETCTBEHHBIX 3a obecmeueHHe Oe30MacHOCTH
MePCOHANIBbHBIX JAHHBIX B MH(POPMALIMOHHBIX CUCTEMAaX MEPCOHANbHBIX AaHHbIX COBETa 1enyTaToB.

3. O0mue MoI0KeHH

enwro HacTosimedi [lonutuku siBsieTcst obecrneueHne O0e30MaCHOCTH MEePCOHANBHBIX TaHHBIX OT
BCEX BHJIOB YIPO3, BHEIIHUX U BHYTPEHHUX, YMBIIIJICHHBIX U HEMPeIHAMEPEHHBIX, MUHUMU3AIIHS yinepoa
OT BO3MOXKHOM pean3aliu yrpo3 0e30MacHOCTH MEPCOHATBHBIX TAHHBIX.

Bbe3onacHOCTh MepCOHANBHBIX JAHHBIX TOCTUTASTCS MyTEM UCKITFOYSHHS] HECAHKIIOHUPOBAHHOTO,
B TOM YHCJI€ CIY4alHOTO, AOCTYMa K MEePCOHAJbHBIM JaHHBIM, PE3yJIbTaTOM KOTOPOrO MOXKET CTaThb
YHUYTOXXEHHE, H3MEHEeHHe, OJIOKMPOBaHKE, KOMMPOBAHUE, PACIPOCTPAHEHNE MEPCOHABHBIX NAHHBIX, a
TaK>K€ UHBIX HECAHKLIMOHUPOBAHHBIX NEHCTBUI.

HNudopmarust u cBs3aHHBIE C HEW PECyPChl TOJKHBI ObITh JOCTYITHBI TOJIBKO JIJIsT aBTOPU30BAHHBIX
noyib3oBatesieil. B WHPOPMANMOHHBIX CHCTEMaX MEPCOHANBHBIX JAaHHBIX JOJDKHO OCYIIECTBIISITHCS
CBOEBPEMEHHOe OOHAPYKeHUEe YIrpO3 U pearnpoBaHUe Ha Yrpo3bl 0€30MaCHOCTH NMEPCOHANbHBIX JaHHBIX.

B mHpOpMalMOHHBIX CUCTEMAaX MEPCOHAJIBHBIX JAHHBIX HEOOXOIUMO UCKIFOYUTH BO3MOKHOCTH
MpeIHAMEPEHHBIX W CIYYaiHbIX, YACTUYHBIX WJIU MOJIHBIX HeCAHKIIMOHUPOBAHHBIX MOIH(DUKAIINA HITH
YHUUYTOKEHHSI TAHHBIX.

[TepedeHb MepCOHANBHBIX JAHHBIX, MOMJICKAIINX 3aIluTe, onpeneneH B [lonoxeHnn o mopsiake
o0paboTku u obecreueHnn Oe3omacHOCTH MHGOPMALMK KOHQUIACHLIUAIBHOTO XapaKkTepa, B TOM YHCIe
nepcoHaNbHbIX AaHHBIX B CoBere nmemyTaToB Bauckoro MyHHIMNAJIBHOTO OKpyra Hukeropoackoit
obnacru.

4, Cucrema 321U THI MEPCOHAJILHBIX JAHHBIX
Cucrema 3aIUTHI IEPCOHANBHBIX TaHHBIX CTPOUTCS HA OCHOBAHHU:
— IlepeyHs nepCOHANBHBIX JaHHBIX, MOAJIEKAIINX 3ALIUTE;
— Ilepeunst THQOPMALIMOHHBIX CUCTEM MEPCOHATBHBIX TAHHBIX,



— AxTa omnpeneneHus YPOBHS 3aLIUINEHHOCTH IMEPCOHANBHBIX NaHHBIX NMpPH UX 00padoTke B
UH(POPMALIMOHHOHN CUCTEME TIEPCOHAIBHBIX TAHHBIX;

— YacTHoii MoAenu yrpo3 1 HapyImuTelns 0€30MacHOCTH NePCOHANBHBIX TaHHBIX;

— Pyxosogsamux nokyMenToB @®CTIOK Poccuu u @Ch Poccuu.

Ha ocHOBaHMM 3THUX IOKYMEHTOB OIpenensieTcss HeoOXOOUMBIH YpPOBEHb 3aIHUIIEHHOCTH
NEePCOHATBHBIX JAHHBIX B MHPOPMALIMOHHON CHCTEMe NMEepCOHANbHBIX MaHHbIX CoBera memyTaroB. i
KXo WH(POPMALIMIOHHOH CHCTEMbI TEPCOHAIBHBIX MAHHBIX JOJDKEH OBITh COCTaBIEH CITHCOK
UCTIOJIB3Y €MBIX TEXHUUECKUX CPEZICTB,  TAK)KE MPOrPAMMHOTO OOECTIEUeHHUsI, yUaCTBYIOIIETo B 00paboTke
NEPCOHAIBHBIX JAHHBIX, MOJICKAIUX 3ALTUTE.

B 3aBUCHMMOCTH OT ypOBHSI 3aIIUIIIEHHOCTH MMEPCOHAIBHBIX TAHHBIX B WH(POPMALIMOHHOH cHCTEMe
NEPCOHATBHBIX JAHHBIX U AKTYaJbHBIX YTPO3, CHCTEMA 3aIIUTHI TIEPCOHANBHBIX TAHHBIX MOXKET BKJIIOYATh
CJIEAYIOLINE TEXHUIECKHE U MTPOrPaMMHBIE CPEICTBA:

— aHTUBUPYCHBIE CPEACTBA 1)1 OOBEKTOB BBIYHCIUTEIbHON TEXHHUKH;

— CPEeNCTBAa MEKCETEBOTO SKPAaHUPOBAHUS,

— CpencTBa KpUNTorpapuuecKoi 3aliiThl 3auInaeMoi HHPpOPMALIUK 110 KaHaJaM CBSI3H.

Tak ke B CHHCOK IOJDKHBI OBITh BKJIFOUEHBI (DYHKLHH 3aLIUTHI, O00ECIIEYMBAEMBbIC LITATHBIMU
cpeacTBaMu HH()OPMALIMOHHOM CUCTEMBbI MEPCOHATIBHBIX JAHHBIX M ONIEPALIMOHHBIX CHCTEM, MPHUKJIATHBIM
NPOTPAMMHBIM OOECIIEYeHHEM M CIEHUAIBbHBIMH KOMIUIEKCAMH, DPEATM3YIOLIMMH CPEACTBA 3alUThI.
Criucok (hyHKIHHA 3aLTUThI MOJKET BKJIFOUYATh:

— yIpaBJeHNE TOCTYTIOM H pa3rpaHUYeHHEe JOCTYIIa MOJIb30BATENEH;

— PETUCTPALHIO B yUeT AeHCTBUN C MHpOpMALHEH;

— obecreueHue 11EJIOCTHOCTH TaHHBIX;

— o0HapyKeHHe BTOPIKEHUH.

Crucok HCIONBb3yeMBIX CPENCTB JOJDKEH MOIAEPKUBATBCS B aKTyaJlbHOM COCTOSHUH. Bce
U3MEHEHUsI COCTaBa CUCTEMBI 3aLTUThI IEPCOHAIBHBIX JAHHBIX HJIH 3JIEMEHTOB HH(POPMALIMOHHBIX CHCTEM
NEePCOHANBHBIX TAHHBIX AOJDKHBI OBITH coriacoBaHbl ¢ OTBETCTBEHHBIM 3a oOecredeHne 0e30MacHOCTH
ITn 8 UCI1dH B CoBere memyTaToB.

S. TpeﬁoBaHnﬂ K NOACHUCTEMAM CUCTEMbI 3AIIIUTHI NEPCOHANBHBIX JTAHHBIX

Cucrema 3alIUTHI MEPCOHAIIBHBIX TAHHBIX BKITIOUAET B ¢e0sl CIIEAYIOINE TTOICUCTEMBI:

— VIPAaBICHUS JOCTYIIOM, PETUCTPALIMH H YUETA;

— obecneyueHHUS LETOCTHOCTH U JOCTYITHOCTH,

— QHTUBUPYCHOM 3alIUTHI,

— MEKCETCBOTO SKPAHUPOBAHMS,

— aHaNM3a 3AIUIICHHOCTH;

— 0OHAPYKCHHS BTOPKCHHIA;

— KpunTorpaduieckoi 3alnThl.

IMoacucreMbl CHCTEMBI 3aIWTHI TEPCOHANBHBIX JAHHBIX WUMEIOT PA3JIMYHBbIN (DYHKIMOHAT B
3aBUCUMOCTHU OT YPOBHSI 3AIIUINEHHOCTH NMEPCOHATBHBIX TAHHBIX MpH X 00padoTke B MHPOPMAITMOHHOM
CHUCTEME TEPCOHAJbHBIX MJAaHHBIX, OIMPEACIICHHOrO B AKTE ONpEeNeIeHUs YPOBHS 3alIUIICHHOCTH
MEPCOHANBHBIX JAHHBIX MPHU UX 00padoTKe B MHPOPMAIIMOHHOH CHCTEME TIEPCOHABHBIX TAHHBIX.

6. IToacucremsbl ynpapJieHHsI AOCTYIIOM, PerHCTPALIMU U yUeTa

Iloncucrema ymnpasieHUss AOCTYHOM, PErUCTPALMM W y4yeTa NpeAHa3HaueHa Ui pealu3aluu
CIEYIOIUX (yHKITHI:

— UACHTU(DHUKAIIUK U MPOBEPKH MO IMHHOCTH CYOBEKTOB TOCTYIIA MPH BXOAC B MHOOPMAITMOHHYIO CHCTEMY
MCPCOHATBHBIX TAHHBIX

— UACHTU(DUKAIITH TCPMHUHAIOB, Y3JI0B CETH, KAHAJIOB CBS3H, BHCIITHUX YCTPOUCTB MO JOTHUYSCKUM HMEHAM;
uACHTH(UKALMK POTPAMM, TOMOB, KaTaaoros, (aiIoB, 3amHCeH, MOJICH 3amuceii M0 UMSHAM;

— perucrpaiuu Bxoa (Bbxoaa) CYObEKTOB JOCTYIIA B CUCTEMY (M3 CUCTEMBI), THOO PErUCTPALUN 3arpy3Ku
¥ HHULHATU3AIHHA OTICPALHOHHON CHCTEMBI M €€ OCTAHOBA,

— PErUCTpALMU MOMBITOK JOCTYIA MPOTPAMMHBIX CPEACTB (IporpamMm, MPOLECCOB, 334a4, 3aJaHHil) K
3alUIIAcMBIM (aimam;

— PErUCTPAIIMH TOMBITOK JOCTYMA MPOTPAMMHBIX CPEACTB K TCPMHUHAJAM, KAHAJAM CBSI3H, MPOTPaMMaM,
ToMaMm, Karajoram, (afinam, 3amucsM, MOJBIM 3aITUCCH.



IMoacucreMa ympaBjeHHUs] JOCTYIIOM MOXKET OBITh peali30BaHa C MOMOIIBIO IITATHBIX CPEICTB
00paboTKM TNepCOHANTBHBIX MAHHBIX (OMEPAMOHHBIX CUCTeM, NpuioxkeHui). Tak ke MOKeT ObITh
BHENIPEHO CIIEUAIbHOE TEXHUUECKOE CPEICTBO WM UX KOMILIEKC, OCYINECTBIISIOIINE JOMOJHUTEIbHBIE
MepBbI MO ayTeHTH(GHUKAIMN U KOHTPOJ0. HanpuMmep, npuMeHeHNe eMHHbIX XPAHIIIUI YUYETHBIX 3amucei
MOJIb30BATENICH W PETUCTPALIMOHHON MH(POPMALIUU, UCTIONh30BaHHE OMOMETPUYECKUX U TEXHUYECKUX (C
MTOMOIIBIO 3JIEKTPOHHBIX MPOITYCKOB) MEP ayTeHTH(PHUKAILIN U JPYTHX.

7. lloacucrema obecneyeHHUs LeJTOCTHOCTH H JOCTYMHOCTH

INoncucrema oOecriedeHus] LENIOCTHOCTH W JOCTYINHOCTH IIpedHA3HaueHa st olecreueHus
LEJIOCTHOCTH U JIOCTYIIHOCTH MEPCOHANbHBIX JAHHBIX, MPOrPaMMHBIX U AalNapaTHbIX CPEICTB
UH(POPMALIMOHHBIX CUCTEM NMEPCOHAIBHBIX AaHHBIX COBETa AEMYTATOB, a TAKKE CPENCTB 3aLIHUTHI, MPHU
CJy4aiiHOH MJTH HAMEPEHHOW MOIU(HUKALINH.

INoncucrema peanusyercs C MOMOIIBI0 OPTaHU3ALUK PE3EPBHOIO KOMUPOBAHUS 00pabaThIBAE€MbIX
JaHHBIX, a TaK)XXKE€ PE3CPBUPOBAHMEM KJIIOUEBBIX 3JIEMEHTOB WH(OPMAIIMOHHBIX CHCTEM IE€PCOHAIBHBIX
TAHHBIX.

8. Iloacucrema AHTUBHPYCHOM 3AIUTHI

IMoacucreMa aHTHBUPYCHOW 3aIIUTHI MPEAHA3HAUEHA Uil OOeCTIeueHUs] aHTHBUPYCHOW 3aIUThI
0OBEKTOB BBIYUCITUTEbHON TeXHUKN COBeTa ey TaToB.

Cpencrea aHTUBUPYCHOM 3aIIUTHI IPETHA3HAYEHBI TSI PEATU3ANH CISTYOMIX (QYHKIUH:

— Pe3UACHTHBIN AHTUBUPYCHBIN MOHUTOPUHT,

— aHTHBUPYCHOE CKAHHUPOBAHHE;

— CKpUNT-OJIOKHUPOBAHHE;

— LCHTPATU30BaHHAN/VAANCHHAS YCTAHOBKA/ACHHCTAUIALMS AaHTHBUPYCHOTO MPOAYKTA, HACTPOUKA,
aIMHUHUCTPUPOBAHHUE, MPOCMOTP OTUYCTOB U CTATHCTHUCCKON HH(popMaruy o padboTe mpoayKTa;

— aBTOMATH3HUPOBAHHOC OOHOBJICHUE AHTUBUPYCHBIX 0a3;

— OTpaHHYCHHC TMPAB MOJb30BATENS HA OCTAHOBKY HMCIOMHACMBIX 33734 W H3MCHCHMS HACTPOCK
AHTHBHPYCHOTO NMPOrPaAMMHOTO 00CCIICUEHUS,

— aBTOMATHUYECCKHH 3aIyCK Cpa3y MoCie 3arpy3KH ONEPALHOHHON CHCTEMBEL.

Iloncucrema peanusyercss MyTeM BHEAPEHUS CHELUAJBbHOINO AHTUBHPYCHOTO MPOrPAMMHOIO
obecrniedeHust BO BCE 3JIEMEHThI MH(OPMALIMOHHBIX CUCTEM MEePCOHANbHBIX JaHHBIX.

9. Iloacucrema MeKCeTEBOro SJKPAHUPOBAHMS

[MoacucreMa MeKCETEBOTO SKPAHUPOBAHUS MPEAHAZHAYCHA IS CIISAYIOIHUX (PYHKIIHI:

— unbpTpanuu oTkprITOro U 3amudposanHoro [P-tpaduxa;

— ¢HuKcalK BO BHYTPSCHHHUX KypPHATAX HH)OPMALIUY peain3aui (3aKPbITOro) O MPOXOISIIEM OTKPBITOM H
3akpriToM IP-Tpaduxe;

— KOHTPOIS LIETOCTHOCTH CBOCH MPOrpaMMHOHN U HH(POPMALIMOHHOH YacTH;

— (puBTpanUKM MAKETOB CIY>KEOHBIX MPOTOKOJIOB, CIYXKALIMX I AHATHOCTHKH M YIpaBicHUs paboToit
CETEBBIX YCTPOUCTB;

— (QuIbTpaM € YYETOM BXOJHOTO H BBIXOJHOTO CETCBOrO HMHTEpdeica Kak CpPeIcTBO NPOBEPKH
MOJTUHHOCTH CETEBBIX aJPECOB;

— PETUCTPALMH 1 yUeTa 3aNpaliiBacMbIX CCPBUCOB MPHKIATHOTO YPOBHI;

— OMOKHMPOBAHUS AOCTYIA HCHACHTU(DUIIUPOBAHHOIO 00BEKTA WK CYOBEKTA, MOATHHHOCTh KOTOPOrO MPH
ayTeHTU(UKALMH HE TOATBEPANIACE, MCTOAAMH, VCTOMUMBBIMH K NICPEXBATY;

— KOHTPOIIS 32 CETCBOH aKTUBHOCTBIO MPUJIOKCHUH U OOHAPYKCHHS CCTCBBIX aTak.

Iloncucrema peanusyercss BHEAPEHHWEM MPOrPAMMHO-ANNAPATHBIX KOMIUIEKCOB MEXKCETEBOIO
SKPaHUPOBAHUA HA MPAHULIE CETH.

10. Iloacucrema aHAIN3A 3AIHINEHHOCTH
IToncucrema aHanmm3a 3alMIIEHHOCTH, MOOJDKHA OOECIeYMBaTh BBISIBIEHHE VS3BHUMOCTEH,
CBSI3aHHBIX C OMMOKaMH B KOH(QUIYypaLMH MPOrpaMMHOrO odecreueHusi WHPOPMALMOHHOH CHCTEMBI
NEPCOHATBHBIX JAHHBIX, KOTOPBIE MOTYT OBbITh MCIOJIB30BAHbI HAPYIIUTENEM ISl pEaU3allii aTaku Ha
CHCTEMY .
@OyHKIMOHAT TMOACHUCTEMBbl MOXET OBITh peajlu30BaH NPOTPAMMHBIMH M NPOTPAMMHO-
anmapaTHbIMU CPEICTBAMU.



11. Iloacucrema oOHApyKeHHUs] BTOPKEHHH
IToncucrema oOHapy>KeHHs] BTOPXKEHMH, NOJKHA OOECIIEYMBATH BBIIBJICHUE CETEBBIX aTak Ha
3JeMEHThl HWH(GOPMAIIMOHHOH CHUCTEMbl TEPCOHANBHBIX NAaHHBIX, MOIKIIOYEHHBIE K CeTsSM O0Imero
NOJIb30BAHUS U (MIJIH) MEXKTyHAPOIHOTO OOMEHa.
@OyHKIIMOHAT TMOACHUCTEMBbl MOXET OBITh peajlu30BaH NPOTPAMMHBIMH M NPOTPAMMHO-
anrapaTHbIMU CPEACTBAMH.

12. IToacucrema KpunTorpagpu4ecKou 3amHTbI
IToncucrema Kpunrorpaduaeckoi 3aLINUTHI npeaHa3HaueHa ISt HCKJIFOYEHUS]
HECaHKLIMOHMPOBAHHOIO JIOCTyNMa K 3amuiiaeMoil wuHpopManun B WHPOPMALHMOHHBIX CHUCTEMax
NEPCOHANBHBIX JAHHBIX, MPH €€ Iepenade Mo KaHajiaM CBSI3U ceTed oO0Imero mojb3oBaHus U (WIIN)
MEKIy HApOIHOTO 0OMeHa.
IToncucrema  peanmusyercs BHEOPEHHEM  KPUOTOrpapUUECKUX  MPOrpaMMHO-ANIAPaTHBIX
KOMILIEKCOB.

13. llonb3oBaTeau HH(POPMALHOHHBIX CHCTEM MEPCOHATIBHBIX JAHHBIX

B Konnenumu 0€30MacHOCTH TEPCOHANBHBIX JAHHBIX OMNPEJENeHbl OCHOBHBIE KaTEropuu
noJib3oBaTesiei. Ha OCHOBaHUM 3TUX KaTerOpwid JOJDKHA OBbITh MPOU3BENECHA THUMH3ALMUS MOJb30BaTENeH
WH(POPMALIMOHHBIX CUCTEM TMEPCOHABHBIX JAHHBIX OMPEAENIEH UX YPOBEHb TOCTYIa U BO3MOKHOCTH.

B uHOpManMOHHBIX cHCTEMaxX MEPCOHANbHBIX AaHHBIX COBeTa JEMmyTaTOB MOKHO BBIACIUTH
CJIEAYIOLIHE TPYIIIBI MTOJB30BATENEH, YHaCTBYIOIIHUX B 00pabOTKe MepCOHANBHBIX JaHHBIX:

— AIMUHHCTpaTop HHOOPMALIMOHHOH CHCTEMBI IEPCOHATIBHBIX JAHHBIX;

— Onepatop nHGOPMALUOHHON CHCTEMBI IEPCOHANBHBIX JAHHBIX.

14. AaMuHHCTpaTOP HHPOPMALHMOHHOMN CHCTEMbI MEPCOHATBHBIX AAHHBIX

AAMHHUCTpPATOp HMH(POPMAIIMOHHONW CHUCTEMbl TEPCOHANBHBIX AaHHBIX, OTBETCTBEHHBIH 3a
HACTPOWKY, BHEIAPEHHE M COMPOBOXKICHHE WH(POPMALMOHHON CHCTEMBl TEPCOHANBHBIX JaHHBIX.
ObecnieunBaer (HyHKIIMOHUPOBAHUE MOJCHCTEMBI YIIPABIEHHUSI NOCTYIIOM HH(PpOPMALMOHHON CHCTEMBI
NEPCOHAJILHBIX NAaHHBIX U YIOJHOMOYEH OCYLIECTBJISATH NPENOCTABICHUE U Pa3srpPaHUYEHUE NOCTyIIa
KOHEYHOT'O TIOJIb30BaTes (OnepaTopa HHPOPMALMOHHON CUCTEMBI NEPCOHATIBHBIX JAHHBIX ) K JJIEMEHTaM,
XPaHALIUM NEPCOHABHBIE JAHHBIE.

AAMHHHCTpPATOp WH(POPMALMOHHOH CHUCTEMBbI IEPCOHAJBHBIX JAHHBIX O0JalaeT CIEeoyHOLUM
YPOBHEM NOCTYIA U 3HAHUM:

— obmamaer mnonHOM wH(pOpMAamMEH O CHCTEMHOM H TPHKIATHOM HPOTPAMMHOM OOCCIICUCHHU
nH(pOPMATMOHHOHN CHCTEMBI IEPCOHATBHBIX JAHHBIX,

— obmagaet norHOM MH(pOpMAIHEH O TEXHHUECKHUX CPEACTBAX U KOH(DUTYPaLH HHPOPMAILIMOHHOH CHCTEMBI
MEPCOHATBHBIX JAHHBIX;

— AMECT JAOCTYH KO BCEM TEXHHUICCKHM CpeacTBaM 00paboTKH HHPOPMAITUH U JAHHBIM B HH(OPMALMOHHON
CHCTEME IEPCOHATBHBIX JAHHBIX

— obmazaeT BO3MOXKHOCTAMH BHECEHHS H3MCHEHHH B MHPOrpaMMHOE oOccreueHne HH(OPMALMOHHOU
CHCTEMBI NIEPCOHANBHBIX JAHHBIX HAa CTAAHU €€ Pa3pabOTKH, BHEAPCHHS U COIPOBOXK ICHHU,

— ofbmamaet mpaBaMH KOHGHUIYPHUPOBAHUS M AJMHHHCTPATHBHOH HACTPOMKH TEXHHYECKUX CPEICTB
nH(pOPMATMOHHOM CHCTEMBI IEPCOHATBHBIX JAHHBIX.

15. Oneparop uHpOpMALUOHHOI CHCTEMBbI MEPCOHAIBHBIX JAHHBIX

Omneparop WHGPOPMALMOHHONW CUCTEMBI MEPCOHANBHBIX JAHHBIX, PAOOTHHK, OCYINECTBIISIOIIUI
00paboTKy mepCcOHANBHBIX AaHHbIX. OOpaboTka MEePCOHATBHBIX NAHHBIX BKJIOYAET. BO3MOXKHOCTH
MPOCMOTpPA MEPCOHANTBHBIX NAHHBIX, PYYHOU BBOJ MEPCOHAJBHBIX JAHHBIX B UH)OPMALIMOHHYIO CUCTEMY
MEPCOHANBHBIX JTAaHHBIX, (OPMUPOBAHME CIPABOK M OTYETOB MO HWH(POPMAIUH, MOJYYSHHOU U3
WH(POPMALIMOHHON CHUCTEMBI TIEPCOHATBHBIX TAHHBIX.

Omneparop nHGOPMALIMOHHONW CHCTEMbI TIEPCOHANBHBIX NAHHBIX O0JaNaeT CIENyHOIINM ypPOBHEM
JNOCTyIa U 3HAHUMN!

— obnajzaeT BceMH HEOOXOOWUMBIMH arpuOyTamMH (HampuMmep, mapoiieM), OOCCHCUHBAIOIIUMH JOCTYI K
HEKOTOPOMY ITOAMHOKECTBY IIEPCOHAIBHBIX JAHHBIX,

— pacrnoyiaraet KOH(pUISHIINAIbHBIMHI JAHHBIMU, K KOTOPBIM UMEET TOCTYIL.



16. AaMuHHCTpaTOpP HHPOPMALMOHHOMN 0€30MaCHOCTH

AaMHUHUCTpATOp WH(POPMALMOHHON O€30MacHOCTH, OTBETCTBEHHBbIH 3a (PYHKUMOHUPOBAHHUE
CHCTEMBI 3aIIUThl MEPCOHANBHBIX TaHHBIX, BKIIKOYas OOCIYKMBAaHHE U HACTPOWKY aIMHHHUCTPATHBHOH,
CEPBEPHOMN U KJIMEHTCKON KOMIIOHEHT.

AaMuHHCTpaTOp MHAOPMALMOHHON O€30MacHOCTH O0JIafaeT CIEAYIOUINM YPOBHEM JIOCTyNHa H
3HAHUU!

— obnagaet noyiHOM uHbpopMalmeh 00 HHPOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX

— UMCCT AOCTYII K CPCACTBaM 3allIUThI I/IH(I)OpMaLII/II/I U IIPOTOKOJIHUPOBAHUA U K 1aCTHU KITFOUCBBIX 3JICMCHTOB
UHPOPMALTMOHHON CHCTEMBI MIEPCOHANBHBIX JAHHBIX

— HE UMEEeT IpaB JOCTyNa K KOHQUIYPUPOBAHUIO TEXHUYECKUX CPEACTB CETH 33 MCKIIOUYCHHEM
KOHTPOJIbHBIX (MHCIIEKIIUOHHBIX ).

AnMuHHCTpaTOp MHPOPMALTMOHHOH 0€30MaCHOCTH YITOJTHOMOYEH:

— OCYLICCTBILITH yAUT CPEACTB 3ALIUTHl HHGOPMALIIK;

— OCYILIECTBIATh KOHTPONb 3a ACHCTBUAMH MOb30BATEICH HH(POPMAIMOHHOH CHCTEMBI NMEPCOHATBHBIX
JAHHBIX IMPU UX pa60Te C NNCPCOHAIIbHBIMU JaHHBIMU

— YCTaHaB/INBAaTh JOBCPUTCIIBHBIC OTHOIICHU A CBOCH SaHIHLHCHHOﬁ CCTU C CCTAMU APYTUX OpI‘aHI/ISaLII/Iﬁ u
YUPEKACHUI.

17. Tpe6oBanusi K paGOTHUKAM 10 00eCNeYeHHI0 3AIUTHI MEPCOHAIBHBIX JAHHBIX

Bce paboramku CoBera amemyTaroB (aAMUHUCTpAlMM Badkoro MyHHIMIIAIBHOTO OKpyTra IO
COTJIACOBAHUIO), SIBJSIFOLIMECS MOJB30BATEISIMU HWH(POPMAIIMOHHBIX CHUCTEM MEPCOHAJBHBIX TaHHBIX,
IOJDKHBI YETKO 3HaThb W CTPOTO BBINOJIHATH YCTAHOBJIEHHBIE MpPaBUJIa M OOS3aHHOCTH IO JOCTYNy K
3aIUIIAEMbIM OOBEKTaM H COOJFOICHUIO Y CTAHOBJIEHHOTO peskuMa 0€30MacHOCTH MEPCOHATBHBIX TaHHBIX.

IIpn BCTyIUIEHUH B JOJDKHOCTH HOBOrO PabOTHHMKA HETIOCPENCTBEHHBIN PYyKOBOAUTENb OOs3aH
OpPTraHu30BaTh €ro O3HAKOMJIEHHWE C IOJUDKHOCTHOM WHCTPYKIHMEH M HEOOXOAMMBIMH JOKYMEHTaMH,
periIaMeHTHPYOUUMHE TpeOOBaHMs MO 3aIMUTe MEePCOHANBHBIX TaHHBIX, a TakXKe OOy4YeHHe HaBBIKAM
BBIMOJIHEHHUS] TIPOLEAYP, HEOOXOAUMBIX ISl CAHKIIMOHHMPOBAHHOTO HCIIONBb30BAHMS HH(POPMALIMOHHBIX
CHCTEM MEPCOHANBHBIX TaHHBIX.

PaboTHuk nomkeH ObITh O3HAKOMIIEH ¢ HacTosimel [ToMuTHKOM|, yCTaHOBIEHHBIMU MPOLIEAYPaMHU
paboThl ¢ 3JeMeHTaMH HH(POPMALIMOHHOW CHUCTEMbI IMEPCOHAJNBHBIX NAaHHBIX W CHCTEMOW 3allUThI
NEPCOHAJBHBIX JAHHBIX.

PaboTHuKHM, UCHIONB3YIOIINE TEXHHYECKUE CPEACTBA ayTEeHTH(UKALWH, JAOJDKHBI 0OecreunBaTh
COXPAaHHOCTb NEPCOHANBHBIX  HACHTU(PHUKATOPOB (SIEKTPOHHBIX KIIOYEH) W HE JIOMyCKaTh
HECaHKLIMOHMPOBAHHBINA OCTYI K HUM, & TAKXK€ BO3MOXKHOCTb UX YTEPH WM HCIOJb30BAHUS TPETbUMHU
JIMLIAMH.

[Tonb30oBaTenu HECYT MEPCOHANBHYIO OTBETCTBEHHOCTD 32 COXPAHHOCTb UIEHTH(PHKATOPOB.

PaboTHUKM HOJDKHBI  CIENOBaTh YCTAHOBJICHHBIM —TPOLIEAYyPaM MONACPKAHUS — PEKUMA
0€30MacHOCTH MEPCOHAJBHBIX JaHHBIX MPU BBIOOPE U HCIOJB30BAHUU MAPOJIeH (€CIH HE MCIIONB3YIOTCS
TEXHUYECKHE CPEACTBA UACHTU(PHUKALMH U ay TCHTU(DUKALIIH).

PaboTHukn mowkHBL OobecreunBaTh HAIJICKALIYIO 3aIIUTy OOOpYAOBaHHS, OCTaBisieMoro 0es3
NPUCMOTpPa, OCOOEHHO B TEX CIIydasX, KOrzna B MOMELIEHHEe MMEIOT AOCTYI MOCTOPOHHUE juia. Bcee
MOJIb30BATENH WH(POPMALIMOHHON CHUCTEMbI MEPCOHAIBHBIX MAHHBIX JOJDKHBI 3HATh TPeOOBaHUS 110
0e30MacHOCTH TEePCOHANBHBIX JAHHBIX W TPOLEAYPHI 3aIlIUThl OOOPYIOBAaHHUS, OCTaBJIEHHOro Oe3
MPUCMOTPA, & TAKKE CBOU OOSI3aHHOCTH O 00ECTIEUSHUIO TaAKOU 3aIUTHI.

PaboTHukam 3ampemiaercs yCTaHaBIMBATh IIOCTOPOHHEE POrpaMMHOe obecieueHne, MOIKIF0YaTh
JMYHBIE MOOMJIbHBIE YCTPOMCTBA M HOCUTENN MH(OPMAIIUH, a TAK)KE 3aIMUChIBATh HA HUX 3aLIUINACMYIO
UH(pOPMALIHIO.

PaboTHukam 3amperaercst pa3riamarh 3ayInaeMyo HHQOPMALUIO, KOTOpask CTajla UM U3BECTHA
B CHJTY BBIIOJIHEHUS] UMU CBOMX JOJKHOCTHBIX OOSI3aHHOCTEH.

IIpu pabote ¢ mepcoHaTbHBIMU AaHHBIMU B MH(GOPMAIIMOHHOH CHCTEME MEePCOHANbHBIX TaHHBIX
pabOTHUKHN OO0sI3aHBI HCKIIFOYUTh BO3MOXKHOCTD MPOCMOTPA MEPCOHANBHBIX JAHHBIX TPETHHMU JIMLIAMHU C
MOHHUTOPOB OOBEKTOB BBIUUCIUTEbHON TEXHHUKH.

IIpu 3aBepmenun paboThl ¢ WHPOPMAIMOHHON CHUCTEMOW MEPCOHANBHBIX MAHHBIX PaOOTHHUKU
00s13aHBI 3aIMUTUTh OOBEKTHI BBIUUCIUTENPHOW TEXHUKH C TOMOLIBIO OJOKUPOBKH KIIFOYOM HIIH



SKBUBAJIEHTHOTO CPEACTBA KOHTPOJIS, HApUMeEp, JOCTYIIOM IO MAapoJI0, €CNIM He HCIOJNB3YIOTCs Oonee
CHJIbHBIE CPEACTBA 3AIIUTHL

PaboTHukM AOKHBEI OBITH MPOUH(POPMHUPOBAHBI 00 yrpo3ax HApPyIIEHUs PEeXHMa O€30MacHOCTH
NEePCOHANBHBIX JAHHBIX U OTBETCTBEHHOCTH 3a ero HapyiieHue. OHU JOJDKHBI OBITh O3HAKOMJIEHBI C
yTBEPKIEeHHOH (hopMaibHON MpoLenypol HAJIOXKEHUs IUCLUILUIMHAPHBIX B3bICKAHWHA Ha pPabOOTHHKOB,
HAPYIIAOIIUX MPHUHSTHIE OJUTUKY U MPOLENypbl O€30MaCHOCTH MEPCOHATBHBIX JAHHBIX.

PaboTtHuku 00s3aHEI 0€3 nmpoMenieHnst coo0ImaTh 000 BceX HAOIIOIaeMbIX HIIH MTOI03PUTENbHBIX
ciydasix paboTel MHPOPMALMOHHOM CHCTEMBbI NMEPCOHANBHBIX NAHHBIX, a TAKXKE€ O BBIABJIEHHBIX HUMH
COOBITHSIX, 3aTPAruBarOIINX 0€30MACHOCTb MEPCOHANBHBIX JAHHBIX, PYKOBOACTBY H JIMIY, OTBEUAIOLIEMY
3a HEMEIJICHHOE PearupoBaHUe Ha yTPO3bl O€30MaCHOCTH NEPCOHAIBHBIX TAHHBIX.

18. OTBeTCTBEHHOCTD MOJIb30BaTE/IelH HH(POPMALIHOHHON CHCTEMBbI NEPCOHAJIBHBIX TAHHBIX

B coorBerctBun co cratbsimu 24 PDenepanbHoro 3akoHa or 27.07.2006 Ne 152-®3 «O
NEePCOHAIBHBIX AHHBIXY, JIULA, BAHOBHBIC B HAPYLICHUN TPEOOBAHUI HECYT IPAKIAHCKYIO, YTOJOBHYIO,
AAMUHUCTPATUBHYIO, JAUCLUMIUIMHAPHYIO U HUHYIO NPENyCMOTPEHHYIO 3aKOHONATENbCTBOM POCCHICKOM
denepanny OTBETCTBEHHOCTb.

JleiicTByroimee 3aKOHOAATeNbCTBO Poccuiickoit Denepaniu mo3BOIISIET MPEAbSIBISATh TPEOOBAHUS
no obecrneyeHno Oe3omacHOM paboTBI ¢ 3amMIIaeMoil UWHpOpMaumedl W mpenycMaTpUBaeT
OTBETCTBEHHOCTD 32 HapyIIEHHE YCTAaHOBJICHHBIX MTPABIJI SKCIUTyatauuu IBM u cucreM, HenmpaBOMepHbIH
IOCTYI K MH(GOPMAINH, €CJIH 3TH AEHCTBUS MPUBEIH K YHUYTOKEHHIO, OJOKHPOBAHUIO, MOIU(UKALIUU
UH(pOpPMaLNHU WK HapyLIeHnto padotel O9BM wmnu cereii (ctatbu 272, 273 1 274 YK PO).

[Tonb3oBaTenu HHPOPMALMOHHOH CHCTEMbI IEPCOHANIBHBIX TAHHBIX HECYT OTBETCTBEHHOCTD 32 BCE
OEWCTBUS, COBEPIIEHHBIE OT UMEHU MX YUYETHBIX 3aIHCEH WIM CHCTEMHBIX YUYETHBIX 3aIUCEH, eClu He
NoKa3aH (pakT HECAHKLIMOHUPOBAHHOTO MCIIOJIb30BAHMS YUETHBIX 3aITUCEH.

[IpuBeneHHsle BbIIE TPeOOBAHUS HOPMATHUBHBIX JOKYMEHTOB IO 3aIIUTE HHOOPMALIUH TOJIKHBI
OBITh OTPA)KEHBI B JIOKAIBHBIX HOPMATUBHBIX U NPABOBBIX akTax CoBeTa JemyTaToB.




